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Editor’s Note

Welcome to our first edition of Cybersecurity Digest, where we bring out the most
critical updates and insights from the world of cybersecurity. In this edition, we explore
the basics of Cybersecurity, CIA Triad, cybercrime news and some of its best practices
and safety tips. Our goal is to keep you informed and empowered to protect our
organization’s digital assets.

Cybersecurity is an ever-evolving landscape, and staying ahead of threats requires
constant vigilance. We hope this digest provides you with valuable information to help
you navigate the complex world of cybersecurity.

We welcome your feedback and suggestions for future topics. Please reach out to us at

ciso@Megrrb.in
Stay vigilant

CISO

CIA TRIAD

The security of any organization starts with three principles: Confidentiality, Integrity
and Availability. This is called as CIA, which has served as the industry standard for
computer security since the time of first mainframes.

Confidentiality: The principle of confidentiality assert that only authorized parties can
access sensitive information and functions.

Integrity: The principle of integrity assert that only authorized people and means can
alter, add or remove sensitive information and functions.

Availability: The principle of availability assert that systems, functions and data must be
available on demand according to agreed-upon parameters based on levels of service.

Hey look
It’s CIA
Triad g
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CYBER SECURITY

Cyber Security is the protection to defend internet connected
devices and services from malicious attacks by hackers, spammers
and cyber criminals. Companies use the practice to protect against
phishing schemes, ransomware attacks, identity theft, data
breaches, financial loss, etc. While some components of cyber
security are designed to strike first, most of today’s professionals
focus more on determining the best way to defend all assets, from
computers and smart phones to networks and databases, from
attacks.

CISCO Systems, the tech conglomerate specializing in
networking, the cloud and security, defines cyber security as
“...the practice of protecting systems, networks and programs
from digital attacks. These cyber attacks are usually aimed at
accessing, changing or destroying sensitive information, extorting
money from users or interrupting normal business processes.

In today’s digital world, one cannot ignore cyber security. One
single security breach can lead to exposing the personal
information of millions of people. These breaches have a strong
financial impact on the companies and also loss of the trust of
customers. Hence, cyber security is very essential to protect
businesses and individuals from spammers and cyber criminals.

CYBER CRIME

Cyber Crime is defined as any unauthorized activity involving a
computer, device or network. There are three generally recognized
classifications of cyber crime: computer assisted crimes, crimes
where the computer itself is a target and crimes where the
computer is incidental to the crime rather than directly related.




Cyber Security Best Practices
»Use VPN to privatize your connections
» Check properly before clicking on any
links

»Do not be lethargic with vyour Be§t
passwords Practices
»Scan external devices for viruses &
» Store sensitive information in a secure

place Safety
»Enable two-factor authentication Tips
»Double check the HTTPS on websites

»Remove adware from the computer

»Disable Bluetooth connection when

you are not using it

> Avoid using public networks Cyber Safety tips
» Invest in security upgrades v'Keep software up-to-date

v'Avoid opening suspicious
emails

v'Use antivirus and antimalware
software on the electronic
devices

v'Use a security file sharing
solution to encrypt data

v'Use strong passwords

v'Backup your data

%%%'I 930 v'Be cautious of phishing scams

v'Use two-factor authentication

National Cyber Crime Reporting Portal

https:/ /cybercrime.gov.in v'Don’t reuse passwords




Cyber crime victim in city gets back money
A victim of cyber crime from the city got back the
entire money siphoned off by a company.
The victim, whose identity is protected, lodged an FIR
resulting in investigation and recovery of the money
within four months after the matter was reported.
The lady working in a government sector had lodged
the FIR at Crime Branch PS Shillong stating that in
January 2023, she was lured to invest Rs 17,50,000 in a
reputed company by her friend in good faith.
The victim was allowed to work from home. But after a
month, she realised that the activities of the company
were doubtful though it made a lot of promises in
various zoom meetings she attended.
She then contacted her friends and a mentor who
claimed to be representing the company. She also
emailed to the company to return her money but in
vain .Finding no alternative, she approached the Crime
Branch Police Station Shillong in April 2023 following
which a case was registered.
After freezing various bank accounts of the accused by
the police, he had no other option than to flee the
country for three months but under pressure, he
agreed to pay the money through the company
representative.
On August 2023, she received the full amount through

Chinese hackers breach
US, India internet firms,
Lumen says

Cyber criminals looted
Rs 1750 Cr upto
April this year- NPCI

demand draft.
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Lebanon’s Kinetic Cyber Attack

@n Tuesday 17th Sep-
tember, hundreds of

pagers in Lebanon exploded
simultaneously in a coordi-
nated chain attack, target-
ing members of the political
party and paramilitary
group Hezbollah which had
in previous months ordered,
shipped and distributed the
pagers to some of its mem-
bers.

A day later, a similar attack
struck again when hun-
dreds of walkie-talkies used
by Hezbollah detonated.

But how could these tiny,
old-school pagers and hum-
ble walkie-talkies be forced
to explode?

Experts points out to two
possibilities— the first is a
cyber attack in which mal-
ware forced the pagers’ lithi-

um batteries to overheat
and then explode.

The second and more likely
scenario points to a supply
chain attack in which a
shipment of pagers bound
for Lebanon was intercepted
and a tiny amount of explo-
sive surreptitiously inserted
with extra electronics to
trigger the detonation,
which was then remotely
activated.

While the world focuses on
securing modern digital
platforms, this incident
highlights a significant vul-
nerability in older technolo-
gy. The use of exploding
pagers and walkie-talkies
indicates that 21st century
warfare is not only about
technological advancements
but also about the creative
use of existing tools. This

Exploding Pager

incident underscores that
security is not just about
the latest technology but
understanding the full spec-
trum of potential threats,
including those from seem-
ingly antiquated devices.

Centre to train 5000 ‘Cyber Commandos’ in next
five years to fight cyber threats

ecently, the Central
Government an-
nounced the plan to

train and prepare 5000
cyber commandos over the
next five years to tackle the
rising cybercrime threats.
This announcement was
made during the first Foun-

dation Day celebration of
the Indian Cyber Crime
Coordination Centre (I4C).
14C is a national-level coor-
dination centre for address-
ing cybercrime issues.
These cyber commandos
will be trained in IT infra-
structure security, digital

forensics and incident re-
sponse. Other launches
along with Cyber Comman-
dos: Centralized Suspect
Registry, Samanvaya Plat-
form and Cyber Fraud Miti-
gation Centre (CFMC)




EMAIL ATTACKS

First , let’s see how an email works. Suppose John
is sending an email to Jack. The email first goes to
the email server. Then it goes to the DNS server to
find the IP address of the destination. From the
source email server, the email goes to the
destination server. From there, the email is sent to
the IP Address on which Jack is working. It is
illustrated in the picture below.
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Fig: How email works

2) Spoofing: The attacker pretends to be another
person or organization and sends you an email
stating that it is a legitimate email. For example:
Fig 2

After seeing this email, you might share the pass-
word to your computer. Always ask the person
from whom you received the email one more time
to confirm that he is the right person.

3) Email attachments: You can send files
through emails. These files may be images, docu-
ments, audio, or videos. Attackers send you an
email, and you are encouraged to open the at-
tached file. For example: Fig 3

B New message — 7 X

Dear customer,
Thank you for shopping with us. Your order will get
delivered within 4 working days.

If you have any queries related to your order, please
contact the number below.

Please find the invoice of your crder in the
attachments.

z// invoice.-pdf.exe

p=

Fig3

There are three types of email attacks:

1) Phishing: The attacker sends bait, often in
the form of an email. It encourages people to
share their details. For example, you receive an
email like this:

—
X New message

Dear customer,
Your account is going to expire today.
To keep your account activated, please click on the

link https://activate.com and proceed with the
verification process

Thanks
ABC bank

Figa

If someone is a customer of ABC bank, he would
probably open the link and give the details. But
these kinds of emails are always phishing;
banks do not send emails like this.

New message — X
Hi Bill,

| got the information that your computer system has
been compromised.

Please share the password of your cormputer in this
email.

Thanks
Watson
Manager

ABC company

Fig 2

Report Cyber Crimes ?
24;\7

Cyher Crime
Helpline

National Cyber Crime
Help Line Number
155260 has been

changed to 1930
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“Never trust
anything
you see on
the Inter-
net”

The Kerala  Deep-
fake scam serves as
a reminder of the
importance of being
vigilant when using
technology. People
should be careful
about the infor-
mation they share
online and should
be cautious about
the people they in-
teract with online.

enerative Al
refers to the
subset of Al
technologies
capable of creating new
content that resembles
human-generated outputs,
text, images, videos or
even code. This capability
is built
learning models, particu-

upon machine

larly generative adversari-
al networks (GANSs), varia-
tional autoencoders
(VAEs), and, more recent-
ly, large language models
(LLMs) like OpenAl's GPT
series. These models are
trained on vast datasets,
learning to replicate and
innovate on the data pat-
terns they’re exposed to.

On the other hand, deep-
fakes, a portmanteau of
“deep
“fake”, are a specific ap-

learning” and

plication of generative Al
focused on creating hyper
-realistic video and audio
recordings. Leveraging

techniques such as GANs

The Evolution of Generative AI Deepfakes

and deepfakes can manip-
ulate existing media to
make it appear that indi-
viduals are saying or do-
ing things they never did.
Initially gaining notoriety
in misinformation and dig-
deepfakes
have also found legitimate

ital forgery,

applications in filmmak-
ing, gaming, and virtual
reality, demonstrating the
technology’s ambivalent

potential.

In the meantime, deep-
fakes, which are high-
quality Al-generated fake
videos, have been circu-
lating online. Synthetically
generated deepfake vide-
os have exceeded ac-
ceptable limits in terms of
reality distortion. This dis-
ruptive technological de-
velopment significantly
impacts the truth. Due to
the easy accessibility of
generative Al models, the
probability of misuse of
this technology aggres-
sively increases. Though

Case Study: Kerala’s First Deepfake Fraud

In July 2022,Kerala wit-
nessed its first reported
deepfake fraud case. A 73-
year-old-man, Radhakrish-
nan, fell victim to a sophis-
ticated deepfake scam that
resulted in the loss of X
40,000.

The victim received a
Whatsapp call from some-

one who appeared to be

his former colleague,
Venu Kumar. The caller,
using deepfake technolo-
gy, perfectly mimicked
Venu Kumar’s voice and
appearance. The caller
asked Radhakrishnan for a
loan of X 40000, claiming
that he was in urgent need
of money. Believing that

the caller was indeed his

Date : 15-10-2024

Volume 1, Issue 3

deepfake
came into this game in

technology

2017, large language
models like ChatGPT,
Bard, GPT-4, etc.
add a whole new dimen-

Bing,

sion to this scenario. In
particular, political figures
are targeted in deepfake
videos, contributing to the
erosion of media credibil-

ity.

This technology has
spread information, ru-
mors, and propaganda,

provoked political strife,
blackmailed
and threatened democra-

individuals,

cy. The capabilities of this
technology to manipulate
reality have gone too far.
This
technological revolution is

paradigm-shifting

altering the truth and cre-
ates a zero-trust society
insidiously.

former colleague, Radha-
krishnan transferred the
money without hesitation.

After realizing that he had
been scammed, Radha-
krishnan filed a police
complaint. The police in-
vestigation revealed that
the deepfake call was
made by a fraudster using
sophisticated Al software.



Hunting in Cyberspace: Tracking down Watering Hole Attacks

The term Watering Hole Attack
comes from the hunting. Rather than

tracking its prey over a long dis-
tance, the hunter instead determines
where the prey is likely to go, most

commonly to a body of water (the
watering hole) and the hunter awaits
there. When the prey comes of its
own will, often with its guard down,
the hunter attacks.

A watering hole is a cyberattack
technique used by attacker to identi-
fy websites that are frequently visit-
ed by their target victims and then
infecting these websites by injecting
malicious code (often JavaScript/
HTML) into web pages to gain access
to visitors’ devices and information
or access assets on network.

How a Watering Hole Attack works?

¢ Target Identification: Attack-
ers identify websites frequent-
ly used by their target victims.
These websites could be in-
dustry forums, professional
association websites, or popu-

lar news portals.

¢ Website Compromise: At-
tackers exploit vulnerabilities
in the target websites to inject
malicious code. This could
involve exploiting unpatched

Cyber Security
Awareness Month

-October 2024

NABARD, DoS CSITE-Cell
is commemorating
Cybersecurity Awareness
Month in October 2024.

Unleash your inner cyber
superhero and join the
movement to secure our
world.

software or weak security con-
figurations.

Victim Infection: When vic-
tims visit the compromised
websites, the malicious code
executes on their devices,
infecting them with malware.
The malware exploits weak-
nesses in the target’s cyberse-
curity. The attacker delivers
and installs malware without
the target realizing.

The payload may be automatic, or
the attacker may cause a bogus
prompt to appear or fake error page
telling the user to take an additional
action that will download malicious
code.

Aw, Snap!
‘Somethng weat wiong whle disglying ths Webpage

You may

Fake error page to lure victim to click

Cyber Crime News

(] Cyber attack cripples Uttarak-
hand Government IT System,
halts entire digital operations—
The420.in

(] Cyberattack group ‘Awaken
Likho’ targets Russian Govern-
ment with advanced tools—

TheHackerNews

o American Water, the largest
water utility in US, is targeted by

a cyberattack—APNews

piaL 1930

FOR ONLINE FINANCIAL FRAUD

REPORT ANY CYBERCRIME AT
WWW.CYBERCRIME.GOV.IN

FOLLOW CYBERDOST FOR UPDATES ON CYBER HYGIENE



Cyber Safe

Cyber World

“Cyber security

is not just a ne-

cessity, it’s a re-
sponsibility.
Protect data,

protect the na-
tion”

I DON'T THINK YOU UNDERSTAND
THE CONCEPT of CYBERSECURITY.”

Cybersecurity Digest

Uploaded by the CISO Section of Meghalaya Rural Bank

Cyber Arrest

worldly wise believe they
are in conversation with
genuine investigators of
a major law enforcement
agency to build fear psy-

Cyber arrest is a cyber-
crime technique, whose
incidence has been on
the rise since a year and
a half. Fraudsters posing
as law enforcement offi-
cials of various agencies,
including the state po-
lice (particularly the
crime branch), CBI, ED,
Income Tax, Narcotics
Control Bureau (NCB),
RBI and even the Su-
preme Court, put victims
under immense mental
stress, accusing them of
knowingly or unknow-
ingly indulging in major
crimes, such as human
trafficking,
smuggling and/or traf-
ficking or money laun-
dering or that their close
relative is under arrest
for any or a combination
of these alleged crimes.

narcotics

The fraud typically be-
gins with a video call
where the con artists
make the otherwise

chosis. Once softened,
the scamsters confine
the targets to their
premises, including a
room, where they are
placed under cyber ar-
rest (digital arrest) and
directed to keep their
cellphone cameras and
microphones on 24X7.
Demand for money
could follow for securing
bail. The other ruse is to
verify whether their sav-
ings aren’t proceeds of
crime.

To do that, they advise
the targets to transfer
their funds to a special
purpose digital recepta-
cle for a short while till
the verification is com-
plete, which essentially
are certain specific bank
accounts. After the

Cyber Arrest: Case Study

SP Oswal, Chairman
and Managing Director
of the Vardhman Group,
was recently duped of
more than X 7 crore. He
was misled into believing
that he was under probe
in a money laundering

case. Besides using fake
documents and claiming
the CBI was hot on his
heels, the cyber fraud-
sters went to the extent
of creating a fake Su-
preme Court bench led
by Chief Justice of India

Vol | Issue 4
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funds are dropped in the
receptacle, they are
sucked out in no time
through multiple layers/
chains of bank accounts
and the caller hangs up
for good.

How the victims fail to
see through the trick of
digital verification of
funds and allow them-
selves to be conned to
voluntarily load them
into the special recepta-
cle, boggles the mind.
But such are the mind
games the scamsters are
successfully playing with
otherwise sharp individ-
uals having pretty deep
pockets.

Cyber Arrest

D Y Chandrachud to
hear his case. That Os-
wal reportedly paid up
after the ’court verdict’,
indicates the dexterity
and sophistication the
digital crooks are capa-
ble of.
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Build a Secure Digital Future: Be Cyber
Aware

Avoid Phishing Attacks : Do not click on suspicious links or
attachments. Phishing emails are designed to trick you into giving
away sensitive information. Look for signs like unfamiliar email
addresses, grammatical errors, or urgent requests for personal

data.

Use strong passwords : Create strong passwords with a mix of

EPORT ANY CYBERCRIME AT WWW.CYBERCRIME.GOV.IN

OLLOW.CYRERDOST.EORUPDATES.0 letters, symbols and numbers. Your passwords are the first line of

defence. Avoid using easily guessable information like birth dates

Enable multi-factor authentication : Enable multi-factor au-
thentication (MFA) for added security. Even if your password is
compromised, MFA ensures only you can access the account.

Keep software updated : Regularly update your system and soft-
ware to avoid vulnerabilities. Outdated software can have security

flaws that hackers exploit. Ensure that your operating system,
antivirus, and all apllications are up to date with the latest securi-

ty patches.

Report suspicious activity : If you notice any unusual activity,
promptly inform your bank. You can also file a complaint on the
Cyber Crime Portal at https://cybercrime.gov.in or call the

helpline at 1930.

HELPLINE
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Cyber Crime News

L2

*

Cyberfraud losses could amount to 0.7% of GDP, projects Ministry’s study—The Hindu
Meta, government launch initiative against online scams—The Hindu

Under ‘digital arrest’, Pune senior citizen loses X 45 lakh in cyber fraud—The Indian Express
Tamil Nadu cybercrime police bust fake NCRP website—Times Now

Government launches system to block ‘fake’ international scam calls—Times of India

Deputy Bank Manager amng 2 held for helping cyber cons park money—Times of India

Cyber Security : Cultivating a Culture of Society

— Department of Supervision, NABARD

As we continue our focus on cybersecurity, it’s vital to recognize that securing our digital environments is an
ongoing commitment. Just as we remain vigilant in our personal safety, we must apply the same diligence to our
online transactions. In this bulletin, we present eight essential cyber security habits to reinforce our collective

security efforts.

CONTROL ACCESS J EMAIL SAFETY/SECURE BROWSING J PROTECT DATA J

INCIDENT REPORTING J SECURE DEVICES J
SOCIAL ENGINEERING VIGILANCE J NETWORK SECURITY J RESOURCES J
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PIG-BUTCHERING SCAM

pig-butchering

scam is a type

of investment

fraud that lures
individuals into investing
their money in seemingly
legitimate and profitable
ventures. Typically, the
scammers promise high
investment returns with-
in a short period. Pig-
butchering scammers
often use fake images
and impressive-yet-
fraudulent investment
portfolios to convince
victims of the legitimacy
of their schemes. Once
victims are hooked and
have invested a signifi-
cant amount of money,
the scammers suddenly
disappear, leaving vic-
tims with no way to re-
cover their funds. The
term '"pig butchering" is
derived from the idea
that the scammers fatten
up their victims with the

Pig Butchering Scam

the

promise of lucrative
returns before
"slaughtering" them for
their money.

The scam often begins
with a seemingly inno-
cent chat initiated by a
random person. The
scammer might claim
to have received the
victim's number from a
mutual friend, while
also appearing unsure
if they have the correct
number. However, this
is just an act to engage

The Group Chat Strategy

y adding mul-

tiple people to

chat groups

that are cen-
tered around investment
discussions, scammers
can quickly gauge the
interest of their targets.
Those who remain in the
group are more likely to
be interested in invest-
ing, making them prime
candidates for the scam.
On the other hand, indi-
viduals who leave the
group are either aware
of the scam or are unin-
terested in investing.

Hence, they are less
likely to be persuaded by
the scammer’s tactics.

The scammers consist of

a group of individuals
with different roles and
objectives. Some of the
chat group members are
fake profiles created by
the scammers them-
selves to make the group
seem more authentic.
This approach makes
the process for scam-
mers easier, enabling
them to focus their effort

the victim in conversa-
tion. Scammers have
also been known to use
images of attractive peo-
ple to lure victims, prey-
ing on their desire for
companionship or ro-
mance to build trust
and establish a connec-
tion.

As the conversation pro-
gresses, the scammer
gradually introduces the
victim to the fake invest-
ment scheme and prom-
ises significant profits
within a short period if
the victim invests a cer-
tain amount. Unfortu-
nately, many victims fall

for this fraudulent
scheme due to the
scammers’ persuasive

tactics and convincing
appearance of legitima-

cy.

on individuals who are
more susceptible to their
fraudulent schemes. It
also creates an environ-
ment that promotes a
sense of community and
social validation, as po-
tential victims would see
that other people are
engaging in discussions
about investment and
are not calling out the
scam.

CISO Section
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DATA PRIVACY

No matter how short your absence is...

DON'T RUSH
LOG OFF YOUR COMPUTER FIRST .
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Saving victims from falling prey to pig-butchering

Given the alarming trends and the growing sophistication of pig-butchering scams, it is crucial
for individuals to take proactive steps in safeguarding their investments and personal infor-
mation. The following recommendations are designed to help individuals recognize the warning
signs of these scams and take appropriate action:

1. Be cautious of unsolicited messages and group chats. As previously discussed, scam-
mers often initiate contact through seemingly innocent chat messages or by adding individuals
to investment-themed group chats. Be wary of engaging with strangers and carefully consider
the source of any unsolicited messages or group chat invitations.

2. Verify the legitimacy of brokerages. Before investing your money, make sure that you
conduct a thorough investigation of the brokerage you’re considering. Check for recently creat-
ed domains via registration data or news articles. If something seems suspicious, trust your
instincts and avoid engaging with the platform.

3. Monitor identity theft resources for leaked personal information. Be vigilant about the
security of your personal information. Regularly check or sign up for reputable identity theft
monitoring services to track any leaks or breaches involving your data and take appropriate
steps to secure your information if needed.

4. Be skeptical of high investment returns with low risks. If an investment opportunity
promises high returns with minimal risk, it is likely too good to be true. Always research and
verify investment opportunities before committing your money.

S. Educate yourself about emerging tactics. Stay informed about the latest strategies em-
ployed by scammers, such as the use of group chats and fake brokerages. By understanding
how these scams work, you can better recognize the warning signs and avoid becoming a vic-
tim.

6. Report suspicious activity. If you encounter a potential pig-butchering scam, report the
incident to law enforcement. Your report could help prevent others from falling victim to the
same scam. If you have already transferred funds to fake brokerage websites, it is best to re-
port this as soon as possible to potentially recover them.

IF YOU DON'T KNOW THE SENDER, o Cyber crimes: 4.5 lakhs ‘mule’ accounts frozen, many in public
IT MAY BE A DANGER

sector banks - The Indian Express.

[ Incidents of cyberattacks in India may reach 17 trillion by 2047:
Study - The Hindu.

o Indians lose X 1.5 lakh to cyber criminals every minute: Official —
The Hindu.

DO NOT DOWNLOAD ANY ATTACHMENT
FROM UNKNOWN SENDER

o Cyber Fraudsters impersonate TRAI officials, MHADA employee
scammed of X 3 lakh in digital arrest scheme —The 420.in

cyber attacks U Class XI “influencer” student scams 200 Instagram followers with

::;’3:“ va a fake investment scheme - The Indian Express.
il

i Be aware! Connect with care!

Wl
v

Think critically, when using your
emall, Cybercriminals have many
tactics to trick you.




Bi-Weekly Update by the CISO Section of Meghalay

Volume 1, Issue 6

CYBERSECURITY DIGEST

a Rural Bank

Newsletter Date
01-12-2024

UPI Scam: The unprecedented surge

he rise of digitization in

India has brought sweep-

ing changes, with one of

the most significant being
the adoption of the Unified Pay-
ments Interface (UPI). Launched
in 2015, UPI revolutionised bank-
ing by empowering popular apps
like BHIM UPI, Google Pay, and
PayZapp. Now, leaving home with-
out cash is no longer a worry be-
cause your phone serves as your
wallet.

However, alongside its con-
venience, UPI has also brought
challenges, notably in the form of
scams like phishing scams, QR
Code frauds, SIM swapping
scams, fake payment apps and
overcharging schemes. Cyber
scams, already a prevalent threat,
have amplified with UPI's popular-
ity, leading to a surge in digital
payment fraud in India. According
to the RBI Annual Report, digital
payment fraud reached a record
14.57 billion rupees ($175 million)
in the fiscal year ending March
2024.

The main downside of UPI is
that scammers who have your UPI
ID can flood you with collect mon-
ey or autopay requests. If you
mistakenly approve these re-

quests, you'll end up paying the
fraudster, enabling them to use
your money for their purchas-
es.

The UPI scam operates on
a simple principle-you are de-
ceived into believing a false sto-
ry or are caught off guard and
approve an unknown UPI col-
lect money or autopay request.
You might wonder why you
would approve such unfamiliar
requests. The reason is that
you may not be able to distin-
guish between a genuine re-
quest and a fraudulent one. It's
important to note that the col-
lect money or autopay request
itself is valid, but the person
initiating these requests is a
fraudster.

UPI IDs are generally ex-
pressed as phone numbers fol-
lowed by the UPI provider ex-
tension. This is exploited by
scamsters. Phone numbers and
details are soft targets since
phone numbers are shared of-
ten and are quoted at multiple
places - e-shopping, restau-

rants, malls, parking places
and so on. Given that it's
easy to crack UPI IDs, cus-
tomers using the same for
online and digital transac-
tions need to be well aware of
the risks. There have been a
number of fraud cases in the
past where customers have
approved transactions think-
ing it's a receipt but have
ended up transferring money
from their account.

To safeguard against
these threats, it's crucial to
remain vigilant and exercise
caution. Always verify the
authenticity of communica-
tions and transactions, avoid
clicking on suspicious links,
secure your SIM card, and
opt for secure UPI IDs for
transactions. By staying in-
formed and proactive, indi-
viduals can protect them-
selves from falling victim to
these prevalent UPI scams
and ensure safe digital trans-
actions in an increasingly
interconnected world.

UPI Frauds are on the rise
Don't fall prey to a UPI Scam!
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It’s been observed that fraudsters follow a pattern whilst executing these elaborate plans. As a re-
sult, we've managed to weave a stepwise timeline of how these plans are generally performed. Let’s
take a look at how UPI fraud occurs:

e STEP 1: It all starts with a random call. Fraudsters usually call targets to get their attention, as
opposed to texting. They commonly disguise themselves as a bank representative, calling for a seem-
ingly harmless issue.

e STEP 2: To make the call sound legit, they proceed to ask verification questions like your date of
birth, name, or mobile number.

e STEP 3: There is always a problem. Hackers use technical difficulties in the app or website to
talk to you. They usually weave false stories that convince you to forfeit your personal information to
resolve the issue.

e STEP 4: Once the fraudster has convinced you, they ask you to download an application on
your phone. Some of these apps are AnyDesk and ScreenShare, which are available on the Google
Play Store.

e STEP 5: While downloading AnyDesk or a similar application, it asks for privacy permission, like
other regular apps. But don’t be fooled; these apps can access everything on your phone.

e STEP 6: The fraudster will then ask you for a 9-digit OTP generated on your phone. As soon as
you reveal the code, the hacker will also ask to grant permission from the phone.

STEP 7: When the app acquires all permissions required, the caller starts to take complete control
of your phone without your knowledge. After gaining full access to your phone, the hacker steals
passwords and begins transacting with your UPI account. Thus, you become one of the many vic-
tims of UPI fraud.

We identified other approaches, too. For example, fraudsters send an SMS and ask you to forward it
to another number they provide. After the message is successfully sent, the fraudster can link your
mobile number or account through UPI to their mobile.

age hijacking is a decep-
tive technique used by
cyber attackers to ma-
nipulate web traffic. By
creating a duplicate of a legiti-
mate website, attackers aim to
redirect users to a malicious
site. This can be achieved by ex-
ploiting search engine algo-
rithms, which may mistakenly
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prioritize the malicious site over
the original.

Often referred to as 302 re-
direct hijacking or URL hijack-
ing, this method involves using
temporary redirects to trick
search engines. The ultimate
goal is to transfer the page au-
thority and ranking signals from
the legitimate site to the hijack-

NATIONAL CYBERCRIME
REPORTING PORTAL
IF YOU ARE A VICTIM OF FINANCIAL

CYBER FRAUD VISIT cybercrime.gov.in
OR DAL HELPLIME MUMEBER 1930

er's site, thereby misleading us-
ers and search engines alike.
Traffic is the primary cur-
rency for securing and amassing
revenue on the internet. This
traffic and, ultimately, income is
what pagejackers aim for, as
they try to divert as much as
possible from the original site.

HELPLINE
NUMBER

1930

iIf you have been defrauded financially
Do This Step = e Contact Your Bank.

The
Cyber
Helpline

Supporting victims of cybercrime

e Report to local Police.

& Block your current account and move your
money to Your New Account or Card.

Dial toll free no.1930

@ www.cybercrime.gov.in
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Quishing Scam: The new Cybercriminal Tool

uishing, or QR
phishing, is a
cybersecurity
threat in which
attackers use QR codes
to redirect victims to
malicious websites or
prompt them to down-
load harmful content.
The goal of this attack
is to steal sensitive in-

formation, such as
passwords, financial
data, or personally

identifiable information
(PII), and use that infor-
mation for other pur-
poses, such as identity
theft, financial fraud, or
ransomware.

This type of phish-
ing often bypasses con-
ventional defenses like
secure email gateways.
Notably, QR codes in
emails are perceived by
many secure email
gateways as meaning-
less images, making the
users vulnerable to spe-
cific forms of phishing
attacks. QR codes can
also be presented to
intended victims in a
number of other ways.

Scareware

A scareware is a
cyberattack tactic that
scares people into visit-
ing spoofed or infected
websites or download-
ing malicious software
(malware).  Scareware
can come in the form of
pop-up ads that appear
on a user’s computer or
spread through spam

OR codes, or Quick

Response codes, are
two-dimensional bar-
codes that can Dbe

scanned easily with a
camera or a code reader
application. The main
component of a QR
code is data storage.
QR codes have the ca-
pability to store signifi-
cant amounts of infor-
mation including URLs,
product details, or con-
tact information. Scan-
ning technology allows
smartphone cameras or
code readers to easily
and quickly access the
website to which the
URL points.

In a quishing at-
tack, the attackers cre-
ate a QR code and link
it to a malicious web-
site. Typically, the at-
tacker will embed the
QR code in phishing
emails, social media,
printed flyers, or physi-
cal objects, and use so-
cial engineering tech-
niques to entice the vic-
tims. For example, vic-
tims might receive an

email attacks.

A scareware attack is
often launched through
pop-ups that appear on
a user’s screen, warn-
ing them that their
computer or files have
been infected and then
offering a solution. This
social engineering tactic
aims to scare people

email urging them to
access an encrypted
voice message via a
QR code for a chance
to win a cash prize.

Upon using their
phones to scan the
QR code, victims are
directed to the mali-
cious site. The site
may prompt victims to
enter private infor-
mation, such as login
information, financial
details, or personal
information. In the
example above, the
site may request the
user’s name, email,
address, date of birth,
or account login infor-
mation.

Once this sensi-
tive information is
captured, attackers
can exploit it for vari-
ous malicious purpos-
es, including identity
theft, financial fraud,
or ransomware.

into paying for soft-
ware that purportedly
provides a quick fix to
the "problem." Howev-
er, rather than fix an
issue, scareware actu-
ally contains malware
programmed to steal
the user’s personal da-
ta from their device.


https://www.cloudflare.com/learning/privacy/what-is-pii/
https://www.cloudflare.com/learning/privacy/what-is-pii/
https://www.cloudflare.com/learning/privacy/what-is-pii/
https://www.cloudflare.com/learning/security/ransomware/what-is-ransomware/
https://www.cloudflare.com/learning/access-management/phishing-attack/
https://www.cloudflare.com/learning/access-management/phishing-attack/
https://www.cloudflare.com/learning/email-security/secure-email-gateway-seg/
https://www.fortinet.com/resources/cyberglossary/malware
https://www.fortinet.com/resources/cyberglossary/social-engineering
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ero Trust is a net-
work security strate-
gy based on the philosophy

o Beware of fraudulent
calls or messages from
individuals posing as
bank representatives.
Verify the authenticity of
unknown numbers us-
ing apps like Truecaller,

and refrain from re-
sponding or providing
any personal infor-

mation.

. Avoid sharing your UPI
PIN, password or OTP
(One-Time Password)
with anyone, including
bank representatives.
Legitimate bank repre-
sentatives will never ask

#57 tafé}ieﬁ Wige
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Zero Trust Model

that no person or device inside
or outside of an organization’s
network should be granted ac-
cess to connect to IT systems
or workloads unless it is ex-
plicitly deemed necessary. In
short, it means zero implicit
trust.

In 2010, Forrester Re-
search analyst John Kindervag
proposed a solution he termed
“Zero Trust.”

It was a shift from the
strategy of “trust but verify” to
“never trust, always verify.” In
the Zero Trust model, no user
or device is trusted to access a
resource until their identity
and authorization are verified.

UPI Fraud Prevention

for such information over
phone calls, emails or
text messages

. Avoid using public or un-
secured networks that
can be easily accessed by
hackers.

. Do not disable push noti-
fications and transaction
alerts on your UPI apps.

o Never leave your bank
account unattended.

. When conducting UPI
transactions, ensure that
you are using a secure
and trusted Wi-Fi net-
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This process applies to those
normally inside a private net-
work, like an employee on a
company computer working re-
motely from home or on their
mobile device while at a confer-
ence across the world. It also
applies to every person or end-
point outside of that network. It
makes no difference if you have
accessed the network before or
how many times — your identity
is not trusted until verified
again. The idea is that you
should assume every machine,
user, and server to be untrusted
until proven otherwise.

work.

o Regularly update your
UPI apps to the latest ver-
sion available. Software
updates often include se-
curity enhancements that
can protect you from po-
tential vulnerabilities.

o Keep a close eye on your
UPI account activity and
transaction history. If you
notice any unauthorised
or suspicious transac-
tions, immediately con-
tact your bank and report
the issue.
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n cybersecurity
honeypots are
decoy servers or
systems that are
deployed next to sys-
tems your organiza-
tion actually uses for
production. Honeypots
are designed to look
like attractive targets,
and they get deployed
to allow IT teams to
monitor the system’s
security responses and
to redirect the attacker
away from their intend-
ed target.

There are  various
honeypots, and they can
be set up according to
what your organization
needs. Because they
appear to be legitimate
threats, honeypots act
like a trap, enabling you
to identify attacks early

How do Honeypots work?

In many ways, a honey-
pot looks exactly like a
genuine computer Sys-
tem. It has the applica-
tions and data that cyber
criminals use to identify
an ideal target. A
honeypot can, for in-
stance, pretend to be a
system that contains
sensitive consumer da-
ta, such as credit card or
personal identification
information. The sys-
tem can be populated

with decoy data that
may draw in an attacker
looking to steal and use
or sell it. As the attacker
breaks into the honey-
pot, the IT team can ob-
serve how the attacker
proceeds, taking note of
the various techniques
they deploy and how
the system’s defenses
hold up or fail. This can
then be used to
strengthen the overall
defenses used to protect

Bi-weekly update by the
g h a 1 a y a R u r a |1
tter Date : 01-01-2025

Honeypots

and mount an appropri-
ate  response.  This
honeypot meaning
points to some of the
ways they can be used
to direct attackers away
from your most im-
portant systems. While
the attacker falls for the
bait, you can gather cru-
cial intelligence about
the type of attack, as
well as the methods the
attacker is using.

A honeypot works best
when it appears to be a
legitimate system. In
other words, it must run
the same processes your
actual production sys-
tem would run. It
should also contain de-
coy files the attacker
will see as appropriate
for the targeted process-
es. In many cases, it is

the network.

Honeypots use security
vulnerabilities to lure in
attackers. They may
have ports that are vul-
nerable to a port scan,
which is a technique for
figuring out which ports
are open on a network.
A port left open may
entice an attacker, al-
lowing the security
team to observe how
they approach their at-
tack.
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Honeypot

best to put the honeypot
behind the firewall pro-
tecting your organiza-
tion’s network. This
enables you to examine
threats that get past the
firewall and prevent
attacks engineered to be
launched from within a
compromised honeypot.
As the attack ensues,
your firewall, posi-
tioned between the
honeypot and the inter-
net, can intercept it and
eliminate the data.

Honeypotting is differ-
ent from other types of
security measures in
that it is not designed to
directly prevent attacks.
The purpose of a
honeypot is to refine an
organization’s intrusion
detection system (IDS)
and threat response so
it is in a better position
to manage and prevent
attacks.


https://www.fortinet.com/resources/cyberglossary/what-is-port-scan
https://www.fortinet.com/resources/cyberglossary/intrusion-detection-system
https://www.fortinet.com/resources/cyberglossary/intrusion-detection-system
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SALAMI ATTACK

A salami attack is a fraud-
ulent technique used by cyber-
criminals to steal small amounts
of money or data from multiple
victims, gradually accumulating a
significant gain for themselves. It

is a deceptive and subtle form of

hacking that can go unnoticed for
a long time, making it difficult to
detect and trace back to the per-
petrator.

A salami attack derives its
name from slicing thin and indis-
cernible pieces, just as a salami
slicer slices the meat thinly with-
out arousing suspicion. Similarly,
cybercriminals in a salami attack
carry out their malicious activi-
ties stealthily, making it challeng-
ing for victims and investigators

Page 2

tacks can be traced back to the
early days of the digital age
when financial systems be-
came increasingly intercon-
nected. As technology ad-
vanced, so did the methods
employed by cybercriminals,
leading to the emergence of
salami attacks as a sophisticat-

to identify and stop the breach.

ed technique for financial gain.

The origin of salami at-

Real-Life Examples of Salami Attack

Salami attacks have been
carried out in various industries,
targeting both individuals and

organizations. One notable exam-

ple occurred in banking, where
cybercriminals manipulated fi-
nancial transactions by rounding
off decimal points. By siphoning
off the fractions of rupees, the

attackers accumulated significant
sums over time, all while remain-

ing undetected.
Citibank :

The Citibank hack was
the first significant cybercrime
involving banks. In 1994, Rus-
sian computer programmer Vla-
dimir Levin tricked Citibank's
computers into transferring mon-
ey to his account. He then used
the money to buy goods and ser-
vices in various locations around
the world. Levin pleaded guilty
in January 1998, admitting that
he had hacked into Citibank's
systems and obtained the cus-
tomer information.

Although Levin did not

Another salami attack oc-
curred in the e-commerce indus-
try. Cybercriminals exploited vul-

nerabilities in the payment sys-
tems of online retailers, making
small alterations to purchase

amounts. These seemingly insig-
nificant changes went unnoticed

by customers, but the attackers
accumulated substantial profits
by skimming off a fraction of
each transaction.

SALAMI Attack

steal any money directly, he did
gain control of funds belonging
to others. Citibank denied that
anyone within the bank helped
Levin carry out the crime. How-
ever, no one has ever claimed
responsibility for Levin's ac-
tions.

According to published
reports (Citigroup), Citibank's
internal systems detected suspi-
cious activity involving two wire
transfer requests totaling
$26,800 and $304,000. When

Ever spotted a weird, tiny
charge on your bank
statement? It might have
only been a couple of
rupees, and you wrote it
off as an error. But what
if it wasn’t? Or maybe it
was the first step in an

elaborate cybercrime
strategy called a salami
attack?

bank personnel contacted the
Federal Bureau of Investigation,
they could trace the source of the
funds to an account belonging to
Michael R. Levin, a resident of
New York City. Telephone rec-
ords showed that Levin had used
his home telephone number to
make the fraudulent requests. In
addition, investigators deter-
mined that Levin had transferred
money out of the United States
through Western Union offices
in Moscow, Russia.

HONE AFrAIRS
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https://bluegoatcyber.com/blog/top-20-ways-cybercriminals-make-money/
https://bluegoatcyber.com/blog/top-20-ways-cybercriminals-make-money/
https://bluegoatcyber.com/blog/top-20-ways-cybercriminals-make-money/

Date: 16-01-2025

“If you spend
more on cof-
fee than on IT
security, you
will be
hacked.
What’s more,
you deserve to
be hacked”

- Richard Clarke

Cybersecurity Digest
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Sextortion Frauds

Sextortion frauds are
those type of frauds
that can take place
both against male and
female victims
(although majority of
the victims are pri-
marily females) and
the perpetrator can be
both an unknown per-
son or a known one.
In such crimes, the
culprit usually entices
and induces the vic-
tim to share their pri-
vate and nude photo-
graphs or videos over
phone, which are then
stored and saved by
the former for future
extortion (sextortion).

In a lot of cases, peo-
ple come in contact
with unknown per-
sons through dating
apps or even matrimo-
nial websites/apps.
The profiles that they
connect with, are
mostly fake. The per-
son behind the profile
is actually a criminal
whose main motive is

Safety Precautions

to extort money from
the victim. These fake
profiles are deliberately
made to look very at-
tractive so that people
fall prey to this scam
easily. The persons
who operate these fake
profiles first talk to the
victims normally for a
few days and then in-
duces them to share
their intimate/nude
pictures and videos
with them. Once the
criminal has access to
these private pictures
and/or videos, he
starts  extorting the
sender for money,
sometimes up to sever-
al lakhs claiming that
in case the victim does
not pay up, he will up-
load their pictures/
videos on the internet
or share those with
his/her relatives, fami-
ly and friends.

In a new variant of this
Modus Operandi, a lot
of people (mostly men)
are being contacted on
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Instagram  recently
by women with at-
tractive profiles, who
immediately ask
them for a sex chat
or a nude video call.
When the person
agrees to it, they rec-
ord the entire episode
and start blackmail-
ing/extorting the vic-
tim for money threat-
ening to share the
video with his rela-
tives and friends.

This crime can also
be committed by
someone known to
the victim and with
whom the victim has
had an intimate rela-
tionship. Sometimes,
such people get ac-
cess to or clandes-
tinely obtain private
pictures/videos  of
the victim and then,
when the relation-
ship ends, they use it
to extort money from
the victim.

1. Please remember — the internet never forgets or forgives. If you have shared something once, it will
remain present on the Net forever, in one form or the other.

2. Secondly, the reach and speed of the internet is enormous. In a short span of time, the offensive
content can spread to millions of people. Therefore, it is very important that under no circumstanc-
es, nothing that could, if leaked into the public domain, cause harm or embarrassment at a later
stage, should be posted, shared, transmitted, recorded, etc.

3. During an online interaction or chat, if the person on the other side is trying to rush through the
things and develop intimacy, then it is cause of alarm.



Spam Traps

A spam trap is an
email address that's
used to identify and
monitor email spam.
It's also a type of
honeypot because it
uses a fake email ad-
dress to bait
spammers. Internet
service providers
(ISPs), antispam or-
ganizations, blocklist
providers and corpora-
tions use spam traps
to monitor and reduce
the amount of spam
traffic to their net-
works.

A spam trap uses fil-

ters to block certain
email addresses that
have a history of send-
ing spam. The spam
trap analyzes all or
part of the email ad-
dress to identify it and
decide  whether to
mark it as a spam-
sending address.

Despite their objective
of blocking spam
email addresses, spam
traps can unintention-
ally block Ilegitimate,
nonspam email ad-
dresses as well, which
can damage the send-

Cybersecurity Tips & Best practices

Keep software up-
to-date.

Avoid opening sus-
picious emails.

Keep hardware up-
to-date.

Use a secure file-
sharing solution to
encrypt data.

Use anti-virus and
anti-malware.

Use a VPN to pri-
vatize your connec-

Check links before
you click.

Don’t be lazy with
your passwords!

Bluetooth
don’t

Disable
when
need it.

you

Enable
authentication.

two-factor

Remove adware
from

chines.

your ma-

Spam Traps
er's reputation and
email deliverability.

Spam traps can cause
the sender's domain
list or Internet Proto-
col (IP) address to be
denied.
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Double check for enough” mentality.
HTTPS on web-
sites. . Invest in security
upgrades.
Don’t store im- .
portant information ° Backup important
data.

in non-secure plac-
es.

Scan external stor-
age devices for vi-
ruses.

Avoid using public

networks.
Avoid the “secure
B, &=

oaar 1930

Train employees.

Use HTTPS on your
website.

Employ a “White

Hat” Hacker.

FOR ONMLINE FINANCIAL FRAUD

REPORT ANY CYBERCRIME AT
wWww . CYBERCRIME._.GOV.IM

FOLLOW CYBERDOST FOR UPDATES ON CYBER HYGIENE


https://www.techtarget.com/searchsecurity/definition/spam
https://www.techtarget.com/searchsecurity/definition/honey-pot
https://www.techtarget.com/whatis/definition/ISP
https://www.techtarget.com/whatis/definition/IP-address-Internet-Protocol-Address
https://www.techtarget.com/whatis/definition/IP-address-Internet-Protocol-Address
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Layering - Money Laundering

any forms of criminal
activity generate sig-
nificant amounts of
money. To avoid at-
tracting the attention of law en-
forcement, criminals must find a
way to disguise the source of their
ill-gotten funds. That’s the goal of
money laundering, which involves
criminals engaging in a series of
transactions to conceal the criminal
origins of their money.
Money laundering involves three
stages:

1. A criminal (or those under their
direction) introduces funds earned

through criminal activity to the fi-
nancial system.

2. A money launderer (or the
criminal themselves) engages in a
series of transactions to create lay-
ers between the illegal source of the
cash they control.

3. The criminal moves laundered
money back into the financial sys-
tem.

During the layering stage, the goal
is to disconnect the money from the
illegal activity that generated it.
Generally, the more layers money

Section of Meghalaya Rural B
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passes through, the harder it be-
comes to connect the funds to crim-
inal activity.

Layering can include changing the
nature of the assets, i.e. cash, gold,
casino chips, real-estate, and can
also involve electronic transactions
such as wires and ACHSs, paper
transactions, and/or manual move-
ment of the funds between coun-
tries using covert means.

Challenges in detecting and combating layering in money laundering

The layering stage in money laun-
dering is arguably the most crucial
for the launderers. Illicit funds
come out of the dark and blend with
legitimate instruments. Launderers
conclude these multiple transactions
to confuse standard money launder-
ing controls, which institutions pri-
marily establish.

After separation from the original
source, the crime proceeds enter
into the financial system. The funds
are dispersed and disguised to re-
duce the chances of suspicion or
detection from law enforcement
agencies. These funds are fragment-
ed into smaller transactions and
often transferred overseas to keep
the money moving internationally,
preventing the authorities from
tracking the movement easily.

The possibility of transferring mon-
ey electronically makes the cross-
border movement of funds easy
without inviting the attention of the
authorities.

Dirty money is placed
into the Financial System

lllegal dirty money

Maoney is distributed and
transferred to multiple (offshore)
accounts in arder to wash it

Dirty money is successfully transformed
into luxury assets, investments and properties

Smurfing

A Smurf is a money launderer who
seeks to structure large transactions
into smaller ones to avoid monetary
thresholds requiring more scrutiny
by banks and financial institutions.
Smurfing is a layering technique
wherein a Smurf resorts to structur-
ing large amounts of cash into mul-
tiple small transactions and spread-

ing them across many different ac-
counts. Smurfing is a known mon-
ey laundering technique adopted by
criminals to circumvent the radar of
regulatory authorities.
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Red flags indicating layering in money laundering

Criminals across the globe use some  with rounded-off amounts .
common methods for layering a e Multiple fund deposits and im-
transaction. Some of the red flags mediate withdrawals

indicating layering in money laun- e Large number of wire transfers

dering are: in quick succession
o Large number of fund transfers e Fund transfers from high-risk
within a single bank customers or high-risk geographies

e Large number of transactions

Measures for Identifying and Preventing the Layering of Illegal Funds

Adequate Customer Due Pro- high-risk dering to the team is crucial

cess . . . for awareness and neces-
Ongoing Transaction Monitor- sary action..

. Robust KYC (Know Your Ing

Customer), involving iden- . . ~ Training the team
tification and verification of  ® Continuous transaction moni-
the customer and the Ulti- toring to detect and report e It is essential to onboard
mate Beneficial Ownership suspicious patterns and red teams from various busi-
(UBOS,)‘ flags indicative of layering ness segments to create an
* Screening  the customers and money launder- unbreakable shield against
against the sanctions list . oL . . .
o ) ing activities.. layering activities. This is
. Identifying the customer’s bl I h th
relationship with Politically oo the red flags possible —only when  the
Exposed Persons (PEP) or g g team is adequately trained
i - . . . in detecting the risk indica-
nexus with any adverse me . Documentation and dissemi- £
dia related to financial . . . c . tors and applying necessary
. nation of identified risk indi-
crime. , ) controls.
o Enhanced Due Diligence cators associated with the

for customers identified as layering stage of money laun-

RBI Direction

In a move to combat financial fraud, the Reserve Bank of India (RBI) has mandated that banks and other regulat-
ed entities (REs) utilize the ‘1600xx’ numbering series exclusively for transactional calls to customers. For pro-
motional communications, the ‘140xx” series should be employed. This directive aims to enhance the security
of digital transactions and protect customers from fraudulent activities.

CYBER SAFETY CHECKLIST

Let's fight

the cyber crime menace together..! Bxkupon]im\ \

on files regularly and securely

cybercrime.gov.in

{ = Strengthen your SN .,
O = home network e &
. A (= Check privacy and
/0 % X, \ security settings
E:: ] I G Use strong passwords ) 4
g & '. N

Avoid opening and
Keep your software delete suspicious
updated emails or attachments

Report Any Cyber Crime

at
cybercrime.gov.in or Dial 1930




Doxers can
extract per-
sonal data

from seeming-
ly harmless
social media
posts

. Cybersecurity
experts
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DOXing—The Weaponisation of Personal Data

T h e word
“doxing” (also spelled
"doxxing") is derived
from the term
“dropping dox,” or
“documents.” Doxing
is a form of cyberbul-
lying that uses sensi-
tive or secret infor-
mation, statements,
or records for the
harassment, expo-
sure, financial harm,
or other exploitation
of targeted individu-
als.

This doxing meaning
involves taking spe-
cific information
about someone and
then spreading it
around the internet
or via some other
means of getting it
out to the public.
This practice has
been fervent for many

years, simply be-
cause documents
contain  permanent

records of facts about

people and
they have done and
said, which can be

things

powerful weapons
against them. Howev-
er, the term “doxing”
first gained populari-
ty in the 1990s when
hackers began drop-
ping docs on people
who had been hiding
behind fake names.
In this way, hackers
could expose other
attackers with whom
they had been in
competition. Remov-
ing their anonymity
left them exposed to

How does Doxing work?

Doxing is based on
the fact that nearly
everyone has data
about them floating
around on the inter-
net, protected by var-
ying levels of securi-
ty—and in some cas-
es, barely any at all.
Once this data has
been found, it is
weaponized and used

against the target.

People often use the
same or similar
usernames on differ-
ent accounts for a
variety
and web applications.
It is relatively easy
therefore for cyber
criminals, activists,
or others to use the

of websites

authorities and oth-
ers trying to track
them down.

Doxing has taken a
prominent role in
modern culture wars,
which involve people
targeting those who
support a cause or
hold a belief that is in
opposition to one
they are trying to
push forward

usernames you have
to pinpoint accounts
that belong to you.
Data from each of
these accounts can
be taken to compile a
more thorough port-
folio of documents
infor-
mation about you

that reveal

e




What infor-
mation are
Doxers looking
for?

How to protect
Secure Password
Protection

Strong passwords are
critical for protecting
against doxing attacks.
For optimal security,
passwords should con-
tain a combination of
uppercase and lower-
case letters, numbers,
and symbols with at
least 8 characters in
length. Using distinct
passwords for each ac-
count is vital to ensure
that if one password is
exposed, other ac-
counts remain secure.

Check out our blog
post for password best

Doxing is scary because it involves exposure of poten-
tially sensitive information to the public in a way that
could damage the victim’s reputation or expose them
to theft or identity fraud. A doxing attack can also be
the target or to embarrass
someone’s family or friends. Further, doxing can be a
weapon for getting someone fired from a job due to
things they have done that their employer disagrees

used to blackmail

with.

. Social

. Phone numbers:
These can be used to 3.
contact the victim
directly while pre-

tending to be some-
one else and then
asking questions to
get more infor-
mation. They can
also be used to gain
access to secure user
accounts.

security
numbers: A social
security number is
required to validate
the identity of a per-
son on a variety of
websites and with a
wide array of compa-
nies that hold pri-

against Doxing?
practices.

Multifactor Authen-
tication

Two-factor authentica-
tion (2FA) and multi-
factor authentication
(MFA) add extra layers
of security by requiring
users to provide a
username/password
combination and an-
other form of verifica-
tion, such as a code
sent via text message
or email, before they
can access their ac-
count. This makes it
much more difficult for
attackers to gain unau-
thorized access, even if

vate data.

Home address: Not 5.

only can a home ad-
dress be used to ver-
ify someone’s identi-
ty while trying to
gain access to a pri-
vate account, but it
can also be used by
an attacker to apply
for new accounts
while pretending to
be the victim.

Credit card details:
Credit card infor-
mation can be
weaponized for profit
or to harm a victim’s
credit rating, as well
as gain access to
other sensitive infor-

they manage to get
hold of someone’s cre-
dentials through dox-
ing or other means.

Limit Information
Shared Online

Another way to protect
yourself from doxers is
by limiting the person-
al information you
share online, particu-
larly on public forums,
social media sites, or
discussion  boards
where people may
search for targets us-
ing keywords related to
location, job title, or
interests. Be mindful
when posting photos,

mation.

Bank account de-
tails: Because bank
account details are
typically only availa-
ble after someone
has satisfied security
measures, they can
be used to “verify”
your identity for
someone pretending
to be you. They can

also be levied to
transfer money from
your account to
someone else’s or

published in a dox-
ing attack to make
the target more vul-
nerable.

too - avoid including
details that could iden-
tify where you live or
work unless absolutely
necessary.

Not only is it essential
to safeguard your in-
formation but also that
of those around you.
Friends and family
members who might
not understand how
easy it can be for mali-
cious actors to find
their personal details
should also be educat-
ed about good digital
hygiene practices.



https://www.proofpoint.com/us/blog/security-awareness-training/how-strong-my-password-guide-enable-your-employees-set-strong
https://www.proofpoint.com/us/blog/security-awareness-training/its-world-password-day-share-these-dos-and-donts-your-end-users
https://www.proofpoint.com/us/blog/security-awareness-training/its-world-password-day-share-these-dos-and-donts-your-end-users
https://www.proofpoint.com/us/threat-reference/multifactor-authentication
https://www.proofpoint.com/us/threat-reference/multifactor-authentication
https://www.fortinet.com/resources/cyberglossary/identity-theft
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€ AGENTIC -\

hile generative Al
models like GPT-4 and Claude
Sonnet 3.5 and artificial general
intelligence have certainly trans-
formed the way businesses interact
with data and dominated headlines
over the last two years; the new

Date : 01-03-2025

phrase on the lips of many play-
ers in the Al space is agentic Al
— intelligent systems or so-
called ‘““agents” that don’t just
generate content but autono-
mously reason, adapt, and take
action.

Non-Agentic rule based Al sys-
tems, while effective at auto-
mating routine tasks, are funda-
mentally limited by their rigid
adherence to predefined rules.
This constraint hinders its abil-
ity to adapt, learn, and make
independent decisions. Hence,
they have proven inadequate in
addressing the dynamic needs of
modern enterprises while Agen-
tic Al promises to revolutionize
enterprise operations by deliver-
ing end-to-end solutions that
can autonomously achieve busi-
ness objectives.

Understanding the Need for Agentic Al in Banking

Banking has remained a slow, te-
dious process that many customers
find unconstructively engaging.
With the advancement in the use
of the internet and advancement in
technology, specifically in the use
of mobiles, banking has become
online banking. Still, even such
improvements have their draw-
backs. Different consumers today
hold very high expectations of
organizations regarding efficiency
and the time taken to respond, as
well as customized services, which
traditional systems can only but
fail to address.

With the help of such means as
developed algorithms and machine
learning, Agentic Al contributes to
the ability of banks to process in-
formation more effectively and

quickly. It saves time by per-
forming repetitive tasks and of-
fers forecasts that banks can use
to understand the customers'
needs and market trends. This
proactive strategy is essential in
any organization despite the
rapid changes in the industry.

The landscape of Al is evolv-
ing rapidly, and Agentic Al
architecture represents a trans-
formative approach in the field
of artificial intelligence. This
paradigm shift enables the de-
velopment and deployment of
agentic Al systems capable of
dynamic learning, decision-
making, and interaction within
complex environments. Agen-
tic Al can optimize complex
workflows, reduce operational
costs, and respond more effec-
tively to changing business
needs. This adaptability drives
higher productivity and enables
organizations to stay competi-
tive in an increasingly dynamic
marketplace.

Agentic AT

+
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How Does Agentic Al Transform Banking for Banks and Consumers?

For Banks

Efficiency: Agentic Al
as a form of an agent
significantly = reduces
the amount of time
taken to accomplish
ordinary  processes,
reduces expenses of
running the opera-
tions, and provides
high-quality work with
minimal rates of error.
Operations like data
input, loan documen-
tation, and transaction
checks can be tended
to by software so that

For Consumers

Personalization:
Agentic Al helps banks
tailor their products
and services to the
needs and preferences
of their customers.
Through customer be-
havior observation of
spending and financial
needs, banks can sug-
gest products that
would meet every cus-
tomer’s need.

Accessibility: When

the employees remain
engaged only in more
important activities.

Data Insights: Al
agents use big data to
offer strategic and tac-
tical solutions, hence
improving  decisions
made. In conclusion,
assessment of prior
results and present
trends enables the
right decisions to be
made regarding prod-
uct portfolios, pricing,
and risk within the
context of a bank.

customers engage in
Al chatbots, they are
constantly supported,
and their problems are
solved in due course.
The readiness of such
technologies  always
enables a customer to
get the required sup-
port at a particular
time and build confi-
dence in their banking
channel.

sunk
incurred

Non
are

Speed:
costs

Indian

Coordination
Centre

Hgdld @arag « Working Together With Vigour

Risk Management:
Real-time fraud detec-
tion, monitoring of
compliance and other
aspects become possi-
ble, given that Al runs
through the transac-
tions in real-time. This
capability  increases
the structured risk
monitoring and man-
agement capability of
the bank and will aid
it in preventing cir-
cumstances that gen-
erate costly legal epi-
sodes and undesirable
media exposure.

once and there is al-
ways an improvement
in the timely -credit
evaluation and other
transactions which are
advantageous for the
customers. Agentic Al
facilitates this as it
performs credit
sessments within
stants

as-
in-
and delivers
funds transfers in as
short a time as possi-
ble to meet society’s
dynamic nature.

Cyber Crime Helpline

Number :

1930

“ No one
can stop
the
progress of
artificial
intelligence
; it will
inevitably
be a
central
force in our
future.”

-Max

Tegmark
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Juice Jacking - The hidden danger

he term “uice
jacking” was
first coined in

2011 by investi-
gative journalist Brian
Krebs. It is a form of
cyberattack where a
public USB charging
port is tampered with
and infected using hard-
ware and software
changes to steal data or
install malware on devic-
es connected to it. The
attack is used by hack-

ers to steal users’ pass-
words, credit card infor-
mation, addresses, and
other sensitive data
stored on the targeted
device.

Juice jacking attacks
can take place in any
public place with porta-
ble wall chargers, or
public USB charging sta-
tions found in shopping

malls, cafes, and hotels.

How does juice jacking work?

To perform the attack,
hackers infect USB ports
or charging cables in
public areas before the
users connect to them.
Most attacks target both
Android and iOS mobile
devices, with older devic-

es being particularly vul-
nerable due to their out-
dated software. USB
ports have multiple pins,
but only one pin is used
for charging while the
other pins are used for
data transfers. When us-

Types of Juice Jacking Attacks

Juice-jacking attacks
can vary in their impact,
even though the method
remains the same. The

different attack forms
include data theft, mal-
ware installation, disa-

bling attack, and multi-
device attack.

In a data theft attack,
hackers use juice-jacking
to steal data from a de-

vice. The process is typi-
cally fully automated,
and hackers often use
crawlers to search the
mobile device for person-
ally identifiable infor-
mation. Hackers may
also use malicious apps
to clone a device’s data
to another phone. How-
ever, cloning requires
additional steps, such as
a laptop as an intermedi-

220V 220V 220V

Juice jacking

ers connect their devices
to compromised USB
ports, hackers use the
connection to hack into
mobile devices and steal
personal data or deliver
malware.

ary to charge the target-
ed device.

In a malware attack,
hackers wuse charging
ports to install malware
or viruses on connected
devices, which are then
used to perform ransom-
ware, spyware, or trojan

attacks.


https://www.thehindu.com/news/national/festive-deals-come-with-phishing-scams/article37258704.ece
https://www.thehindu.com/news/national/festive-deals-come-with-phishing-scams/article37258704.ece
https://www.thehindu.com/sci-tech/technology/daam-virus-steals-call-records-reads-history-from-android-phones-central-agency-issues-advisory/article66896530.ece
https://www.thehindu.com/sci-tech/technology/daam-virus-steals-call-records-reads-history-from-android-phones-central-agency-issues-advisory/article66896530.ece
https://www.thehindu.com/sci-tech/technology/daam-virus-steals-call-records-reads-history-from-android-phones-central-agency-issues-advisory/article66896530.ece
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Juice Jacking- Prevention Tips

e Avoid Public USB Ports:
Whenever possible, users
should prioritize using a reg-
ular wall outlet with their
own power adapter to charge
their devices, eliminating the
risk of data transfer or mal-
ware installation.

e Carry a Power Bank: Users
can carry a portable power
bank that they can keep
charged beforehand, reducing
their reliance on public

Cybersecurity News

o™=

Hackers Bypassing

charging stations.

e Use a Charging-Only Cable:
Some companies sell special
USB cables that only allow
charging and block data
transfer. While not foolproof,
these cables can add a layer
of protection.

¢ Only Charge in Trusted Lo-
cations: If users must use a
public USB port, they should
try to do so in a well-lit, pop-
ulated area with security

cameras.

e Be Wary of Unfamiliar
Ports: Users should look for
any signs of physical tamper-
ing with the charging port
before plugging in their devic-
es.

¢ Monitor Your Device: Users
should stay vigilant while
their device is charging and
be mindful of any unusual
activity or pop-up messages.

A newly uncovered technique allows threat actors to bypass Mi-
crosoft Outlook’s spam filtering mechanisms, enabling the delivery
of malicious ISO files through seemingly benign email links.

This vulnerability exposes organizations to increased risks of phish-
ing and malware attacks, particularly when combined with previ-
ously disclosed execution bypass methods.

Hackers can now access your bank account without OTP!!!

Cybercriminals have developed
advanced methods to defraud
individuals, bypassing the need
for a One-Time Password (OTP)
or ATM PIN. They are now lever-
aging deceptive messages con-
taining fraudulent links that ap-
pear to be from legitimate banks.
Once an unsuspecting recipient
clicks on the link, their money is
stolen without any OTP verifica-
tion. The National Payments Cor-
poration of India (NPCI) has is-
sued a warning about a newly

emerging involving call
merging techniques, which
fraudsters use to manipulate vic-
tims into unknowingly disclosing
their OTPs, leading to financial
fraud.

scam

Scammers initiate a call, posing
as a friend or acquaintance of the
target. They claim to have ob-
tained the victim’s contact infor-
mation through a mutual con-
nection and request that they
merge the call to include another

individual. Unaware of the scam,
the victim complies, inadvertent-
ly linking to a legitimate OTP ver-
ification call from their bank.

The fraudsters carefully time
their calls so that when the vic-
tim receives an OTP, they as-
sume it is related to the ongoing
conversation and unwittingly
share it. The criminals then use
the OTP to authorize unauthor-
ized transactions, resulting in
financial losses for the victim.

& TS
MINISTRY OF
HOMAE AFFAIRS

HELPLINE NUMBER

=:1930

National Cyber Crime Reporting Portal
https://cybercrime.gov.in
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‘Cyber slavery': The new job con trapping Indian youth abroad

scams
fraud

yber
and
are on the

rise in India.
These scams typically
involve spam calls,
with the callers posing
as government officials
in an attempt to obtain
Aadhar, ATM, and oth-
er sensitive infor-

mation. To evade detec-

tion, these scammers
now operate from for-
eign countries and

even use Indian mobile
numbers to make their
calls appear genuine.
This new approach has
led to the emergence of
a troubling phenome-
non known as 'cyber
slavery.'

As indicated by its
name, cyber slavery is
a modern form of ex-
ploitation in which in-
dividuals are unlawful-
ly confined and forced
into engaging in cyber
scams. The individuals
are lured to South East

How were victims recruited?

Recruit through legal,
primary job matching
websites: Traffickers
pretend to be regular
companies (e.g. gaming
companies) recruiting
workers.

Recruit through pri-
vate job matching
groups on social me-
dia: Traffickers use Fa-
cebook groups and other

social media to ap-
proach and lure victims.

Recruit through per-
sonal networks: Some
victims reported that
they were invited by
their university or high
school friends who were
already working in Cam-
bodia or Myanmar.
Some victims also de-
scribed that they were

Asian nations under
the pretence of secur-
ing high-paying data
entry positions, only to
be coerced into com-
mitting cyber fraud.

Upon  arrival, their
passports are confis-
cated, and they are co-
erced by fraudulent
organisations to fabri-
cate fake social media
profiles featuring wom-
en in order to persuade
individuals to invest in
cryptocurrency apps or
fraudulent investment
schemes. Once the vic-
tims invest, all commu-
nication is abruptly
terminated or blocked.

assigned to the 'human
resource' department in
the scamming com-
pounds and were forced
to lure 5 to 10 more vic-
tims to join the compa-

ny.

Traffickers pose as po-
tential clients to lure
professionals: Traffick-
ers pretend to be poten-
tial customers, inviting

Thousands of individuals,
including many Indians,are
Jured by fake job offers and find
themselves trapped in brutal
exploitation rings operated by
Chinese syndicates n

Myanmar, Cambodia, and Laos
MYANMAR

LAOS

CAMBODIA

magicians, interior de-
signers, and tour guides
to visit Cambodia and
provide services.

Traffickers kidnap vic-
tims on the street:
Some victims were kid-
napped during their visit
to Cambodia and forced
to work in the scamming
compounds.



Indians trapped in Cyber slavery in South
-East Asian region

How to identify red flags?

Red flags in job offers:
Be wary of job offers
that seem too good to
be true, especially those
offering high salaries
for minimal qualifica-
tions.

Avoid upfront pay-
ments: Genuine em-
ployers do not demand

CreeITVE
‘--.....q

e

DON'T BE LURED BY LUCRATIVE JOB OPPORTUMITIES
ABROAD. CAREFULLY VERIFY THE OFFER.

FOR ANY CYBER CRIME COMPLRINT REPORT TO :  hitpsi//cybercrime.govin

In case of online financial fraud DIAL 1930 @ FOLLOW USON: n &g ( o @ o .

| overseas job,

large sums of money in
advance as a “service
charge” or recruitment
fee.

Check for inconsisten-
cies: Be cautious if re-
cruiter uses unofficial
email addresses, lacks
professional communi-
cation or avoids face-to-

face interactions.

Consult
resources:

government
Use official
government  websites,
embassies or official
organisatons to verify
job offers abroad.

“Serious and organised crime con-
tinues to threaten our security, our
economic prosperity, and the safety

of the public we serve”

How to avoid getting trapped?

Research extensively:
Before applying for any
conduct
thorough research into
the company, recruiter
and job offer to confirm
their authenticity.

Stay in touch with
family: Share your
travel plans and con-
tact details with family
members when travel-
ling aborad for work.

Already Trapped? What steps can be taken

Contact authorities:
Reach out to local law
enforcement in the
country where you are
being held or contact
your country’s embassy
for immediate help.

Find a safe way to
communicate: If possi-
ble, use trusted individ-
uals or fellow employees

Page 2

to help report your situ-
ation to authorities if
your captors are moni-
toring your communica-
tion.

Avoid participating in
illegal activities: If
possible, avoid partici-
pating in cyber scams
you are being forced in-
to and try to delay or

resist complying with

your captors’ demand.

Gather evidence of
your captivity: Docu-
ment as much infor-
mation as  possible
about your captors, lo-
cation and operations
you are being forced in-
to to assist law enforce-
ment in rescuing you.

Keep records of com-
munications: Save
copies of emails, con-
tacts and conversations
with recruiters in case
they are needed as evi-
dence later.

Don’t succumb to
pressure: Be wary of
recruiters who pressur-
ize you into making
quick decisions or pay-
ing large sums upfront.

Seek help through in-
ternational agencies:
Contact organisations
such as Interpol or
NGOs that work to com-
bat human trafficking.

Plan cautiously: Care-
fully plan any communi-
cation attempts to avoid
further danger from
your captors.



ATM Jackpotting

ATM jackpotting is the
exploitation of physi-
cal and software wvul-
nerabilities in auto-
mated banking ma-
chines that result in
the machines dispens-
ing cash. These at-
tacks can happen at
any time and typically
take very little time so
culprits can quickly
commit the crime.

ATM  jackpotting
uses the elements
of both physical
crime and cyber-
crime to get an
ATM to dispense
cash. The offend-
ers use a portable
device to physical-
ly connect to the
ATM. This "rogue"

laptop, a smartphone
or a tablet PC. They
also use malware to
target the machine's
cash dispenser and

force it to dispense
cash.
Furthermore, attack-

ers will often use de-
ception to limit risk,
like dressing as ser-

vice  personnel to
avoid scrutiny while
selecting easier tar-
gets, such as ATMs in
isolated locations or
unprotected by hu-
man security guards.

With physical access
to a machine, ATM
jackpotting  enables
the theft of the ma-
chine's cash reserves,
which are not tied to
the balance of any
one bank account.
Successful thieves
who remain unde-
tected can potentially
walk away with all
the cash that was
stored in the ma-
chine at that time.

device can be a‘

ATM jackpotting

Malware used in ATM jackpotting

Two of the most com-
monly used ATM mal-
ware families are
Ploutus and Anunak.

Discovered in the wild
in 2013, Ploutus ena-
bles criminals and
money mules to by-
pass an ATM's securi-
ty measures and
physically control it in
order to steal its mon-
ey. That can be ac-
complished in just a
few minutes either by
attaching an external
keyboard to the ma-
chine or remotely via
SMS messaging. Be-

cause Ploutus can be
remotely  controlled
after its installation
on the ATM's internal
computer, criminals
can use it to steal
cash at will. Moreover,
the malware can oper-
ate undetected so that
it can persist in the
system and potentially
cause significant loss-
es for banks and their
customers.

Anunak malware, also
known as Carbanak
malware, is a back-
door based on Car-

berp malware that al-
lows attackers to re-
motely control the in-
fected ATM and cash
out large amounts of
money at will. The
malware includes ca-
pabilities like key log-
ging and desktop vid-
eo capture that allow
them to steal both
ATM data and cash.
Carbanak is also used
for espionage
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Is a fun, stylized
image worth risk-
ing our privacy for-
ever?

The latest Internet fad
is turning photos into
Ghibli-style art. Popu-
larised by GPT4, the
photo trend has taken
over the world, and
social media is flood-
ed with remakes of
photos in the trade-
mark, dreamy Ghibli
aesthetic. However,
while millions eagerly
upload their photos to
Al-powered apps for a
fun transformation,
cybersecurity experts
warn that the risks
far outweigh the re-
wards.

The seemingly harm-
less act of sharing
personal images
online could expose
users to privacy
breaches, deepfake
manipulation, and
even long-term sur-
veillance by Al com-
panies. The far-
reaching consequenc-
es of it range from
harmful to danger-
ous.


https://www.techtarget.com/whatis/definition/vulnerability
https://www.techtarget.com/whatis/definition/vulnerability
https://www.techtarget.com/searchsecurity/definition/malware
https://www.techtarget.com/searchsecurity/answer/ATM-jackpotting-How-does-the-PloutusD-malware-work
https://www.techtarget.com/searchsecurity/answer/ATM-jackpotting-How-does-the-PloutusD-malware-work
https://www.techtarget.com/searchsecurity/answer/ATM-jackpotting-How-does-the-PloutusD-malware-work
https://www.techtarget.com/searchsecurity/definition/back-door
https://www.techtarget.com/searchsecurity/definition/back-door
https://www.techtarget.com/searchsecurity/definition/keylogger
https://www.techtarget.com/searchsecurity/definition/keylogger

Targets and outcomes of ATM jackpotting

Standalone ATMs, such as
those in retail premises like
malls and service outlets, are
the more likely targets of ATM
jackpotting attacks because
they are away from the tighter
monitoring and security con-
trols of a bank's premises.
ATMs that receive less foot
traffic are also more vulnerable
than ATMs in busier locations.

The security controls of older
machines might not be fully up

to date, which makes them
common targets for ATM jack-
potters. That said, any ATM
can become the
target of an ATM
jackpotting at-
tack, so all ATM
owners should |
be cognizant of |
the risk and ap- =4
ply adequate
controls to pre-
vent incidents.

In addition to stealing cash
from the target, attackers can
also install malware on it or

replace its hard
drive. They can
also reboot the

ATM, making it
B temporarily una-
vailable and caus-
ing access prob-
lems for the ATM's
customers

Strategies to prevent ATM jackpotting attacks

ATM monitoring is the most
basic security control that all
banks should implement to
prevent jackpotting attacks.
Routine monitoring can help to
identify suspicious activities
like multiple failed login at-
tempts that might indicate a
criminal trying to launch a
jackpotting attack.

It's also important to regularly
update the ATM with all re-
quired security patches and
software upgrades. In addition,

updated security software,
such as firewalls, antivirus
software and antimalware

should also be installed to pro-
tect the machine.

Another strategy is to disable
the ATM's auto-start and auto-
boot functions. Attackers often
take advantage of these func-
tions to compromise ATMs, so
disabling them closes at least
one door on this type of crime.

Electronic surveillance systems
are another crucial security
measure for ATMs. While hu-
man security guards are also
important, they cannot monitor
the location 24/7. They are

also prone to human weak-
nesses like fatigue and sleepi-
ness that affect their ability to
remain alert to potential at-
tacks. Moreover, they might
not be trained to detect and
mitigate jackpotting attacks.
Video cameras, motion sen-
sors, intruder alarms and ac-
cess controls help to plug these
gaps and provide more reliable
24 /7 surveillance of ATMs, al-
lowing banks to detect and in
many cases, prevent, ATM
jackpotting attacks.

Cybersecurity Awareness on Al Creativity

] Always read the privacy e Use trusted platforms with e Avoid sharing sensitive im-
policy before uploading clear data usage policies. ages that could be mis-
your data. used.
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https://www.techtarget.com/whatis/definition/sensor
https://www.techtarget.com/whatis/definition/sensor
https://www.techtarget.com/searchsecurity/definition/access-control
https://www.techtarget.com/searchsecurity/definition/access-control
https://www.techtarget.com/searchsecurity/feature/Types-of-cybersecurity-controls-and-how-to-place-them
https://www.techtarget.com/searchenterprisedesktop/definition/patch
https://www.techtarget.com/searchsecurity/definition/firewall
https://www.techtarget.com/searchsecurity/definition/antivirus-software
https://www.techtarget.com/searchsecurity/definition/antivirus-software
https://www.techtarget.com/searchsecurity/definition/antimalware
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Lottery Fraud

Fake
are a pervasive form
of fraud that prey on

lottery scams

people’s and

dreams

hopes
of instant

Common Tactics Used in Fake Lottery Scams

Lottery fraudsters em-
ploy various tactics to
make their scams
seem believable and
entice victims to part
with their money or
personal data. Some
common methods in-
clude:

1. Unsolicited con-
tact: Scammers
reach out via
email, phone, text,
or mail, claiming
you’ve won a prize
in a lottery or
sweepstakes you
never entered.

. High-pressure

wealth. These scams
often arrive through
unsolicited  emails,
phone calls, or letters,
claiming you’ve won a
large prize in a lottery
or sweepstakes you
never entered. While
the promise of easy
money can be tempt-
ing, falling for these
lottery scams can
lead to significant fi-
nancial losses, identi-
ty theft, and emotion-
al distress.

A lottery scam is a

tactics: They cre-
ate a false sense
of urgency, insist-
ing you must act
quickly to claim
your winnings or
risk forfeiting the

prize.

3. Requests for per-
sonal infor-
mation: Scam-
mers ask for sen-
sitive data like
bank account
numbers, credit

card details, or
copies of identity
documents to
steal your money
or commit identity

type of fraud where
scammers falsely no-
tify individuals that
they've won a sub-
stantial prize in a lot-
tery or sweepstakes,
even though they nev-
er entered or pur-
chased a ticket. The
scammer’s goal is to
trick the victim into
sending money or
personal information
under the guise of
claiming their sup-
posed winnings.

These scams often
use the names of le-

theft.

Demand for up-
front payment:
They require you
to pay taxes, pro-
cessing fees, or
other charges in
advance, often via
wire transfer or
gift cards, to re-
ceive your sup-
posed winnings.

. Inconsistent or
vague details:
Information about
the lottery, prize
amount, or com-
pany is unclear,
changes, or lacks
specifics that

gitimate lotteries or
well-known organiza-
tions to appear credi-
ble. They may claim
you've won a foreign
lottery, a government
grant, or a prize from
a major company. The
scammer will typically
demand upfront pay-
ment for taxes, pro-
cessing fees, or other
charges before releas-
ing your “winnings.”
In reality, there is no
prize, and any money
sent is lost to the
fraudsters.

could be verified.

Unprofessional
communication:
Messages contain
poor grammar,
misspellings, ge-
neric greetings, or
lack official con-
tact information.

Fake checks or
websites: Scam-
mers may send
counterfeit checks
that initially ap-
pear to clear but
are later rejected,
or direct you to
fraudulent  web-
sites that mimic

legitimate ones.



https://www.quickheal.co.in/knowledge-centre/is-your-inbox-under-attack-uncover-the-secrets-to-outsmarting-spam-emails/
https://www.quickheal.co.in/knowledge-centre/is-your-inbox-under-attack-uncover-the-secrets-to-outsmarting-spam-emails/
https://www.quickheal.co.in/knowledge-centre/is-your-inbox-under-attack-uncover-the-secrets-to-outsmarting-spam-emails/
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Reporting cybercrimes within the first hour
significantly increases the chances of
recovering lost funds and freezing
fraudsters' assets.
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protect
fake

yourself

Unsolicited notifi-
cation: Legitimate

lotteries do not con- e

tact winners who

haven’t bought a
ticket
Pressure to act

immediately: Real
lotteries give ample

time to claim prizes e

without rushing

lottery o
scams, watch out for
these telltale signs:

you

Upfront payment
demanded: Au-
thentic lotteries

never require win-
ners to pay fees or
taxes in advance

Personal data re-
quested: Scam-
mers use your sen-
sitive information to

steal money or
commit identity
theft

Inconsistent infor-
mation: Details

How to Protect Yourself from Fake Lottery Scams

To avoid falling prey to
fake lottery scams,
follow these proactive
measures:

e Be cautious of un-
solicited notifica-
tions claiming
you’ve won a prize,
especially if you
haven’t entered a
lottery or sweep-
stakes.

e Never pay upfront
fees, taxes, or
charges to claim
lottery  winnings.

Legitimate lotteries
deduct taxes be-
fore paying out
prizes.

e Protect your per-

sonal information.
Don’t give sensitive
data like bank de-
tails, credit card
numbers, or iden-
tity documents to
unverified individ-
uals or organiza-

tions.

e Verify suspicious
win notices by di-
rectly contacting

the official lottery
or sweepstakes
company through
their verified web-
site or customer
service channels.

® Read the fine print
and research the
legitimacy of any
lottery or sweep-
stakes before en-
tering or making
purchases.

e Be wary of lottery

sweepstakes or
prize offers that
seem too good to

Protect Yourself From Lottery Frauds

Fake lotteries and
sweepstakes  scams
continue to deceive
countless individuals
worldwide, exploiting
their dreams of easy
riches. By learning to
recognize the common
signs of these fraudu-
lent schemes, such as
unsolicited win notifi-

(ations, demands for

upfront payment, and
requests for personal
information, you can
protect yourself from
falling victim to lottery
fraud.

Remember, legitimate
lotteries never require
winners to pay fees or
taxes in advance or

share sensitive data to
claim a prize. If you
suspect a lottery
scam, cut off contact
with the scammer im-
mediately and report
the incident to the
proper authorities.
Stay informed,
your instincts,

trust
and

~

about the lottery,
prize, or company
are vague or change

Key Signs of a Fake Lottery Scam

e Unprofessional

messages: Commu-
nications have poor
grammar, misspell-
ings, or lack official
contact information

¢ You didn’t buy a

ticket: It’s impossi-
ble to win a real
lottery without pur-
chasing a ticket

be true. Genuine
lotteries don’t re-
quire you to pay to
play or win.

e Stay informed
about the latest
lottery scam tac-
tics and common
red flags. Aware-
ness is key to rec-
ognizing and
avoiding these
fraudulent
schemes.

prioritize your finan-
cial and personal se-
curity. By remaining
vigilant against lottery
fraudsters and their
tactics, you can avoid
the devastating conse-
quences of falling for a
fake lottery or sweep-

stakes scam.
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Gift Card Fraud

Gift cards have be-
come a popular gifting
option, as they save
people from the hassle
of choosing gifts and
allow recipients to
purchase items of
their choice. The gift
card market has seen
a steady growth over
the years due to the
growth of e-commerce
as well as greater
adoption by corpora-
tions that present gift
cards as recognition to
their employees. Gift
cards provide retailers
with a promising busi-
ness stream that ena-
bles them to increase

revenue and retain
customers.
But there’s a dark

side to this phenome-

non. Because they are
fungible and difficult
to track, gift cards
provide thieves with
quick money and gen-
erally easy getaways.
In addition, the global
market is poised for
growth at
an estimat-
ed CAGR of
6.9% over
the next
four years, |
expected to
reach over

Gift card fraud refers
to using gift cards to
commit dishonest ac-
tivity. Bad actors ex-
ploit both gift cards
and prepaid cards be-
cause they can be eas-
ily manipulated. It can
happen offline
— for instance,
when scam-
mers steal gift
card numbers
from stores -
but increasing-
ly it is becom-

$668  bil- ing a digital
lion by & business. Cy-
20271, This bercriminals
has made use botnets to
1t' a lucra- Gift Card Scam perform brute
tive target force  attacks
f o r on gift card

cyberattack, resulting
in the rising instances
of gift card fraud.

How Gift Card Fraud is monetized

The simplest way to
illegally monetize gift
cards is to resell them
on third-party web-
sites. But there are

plenty of other ways
criminals make money
from gift card fraud.
Some malicious actors
sell them on the dark
web. Then there are
websites that offer
conversion facilities -
gift card to cash - at a
fee of about 30-40% of
the card value. Simi-
larly, there are physi-
cal kiosks where users
can convert gift cards
into cash.

Cybercriminals  also
post fake ads of ficti-
tious items on ecom-
merce websites and
offer heavy discounts

websites by
thousands of
numbers and

testing
card
PIN

on these expensive
but non-existent
items. Using social
engineering, they trick
users into sharing gift
card numbers instead
of using credit cards
for payments. On re-
ceiving the money, the

thief and the ads
simply vanish.
Cyberattackers use

account takeover at-
tacks to access users'
credit cards or loyalty
reward points and re-
deem these points for
gift cards, which can
easily be exchanged
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combinations per minute.

They also use bots,
sweatshops, or click
farms to continually

check the card balances
and redeem them. They
hack into a user account
and abuse the auto-load
feature to drain the ac-
count of the funds.

Once these attackers are
successful in their ac-
count takeover attempts,
they can redeem the
credit card points by re-
questing for a gift card
and escaping with the
money undetected. This
is because gift cards do
not require the kind of
authentication that a
credit card or a bank ac-
count would.

for cash. Unlike credit
cards and bank ac-
counts, consumers are
not too active when it
comes to monitoring
their reward points.
This provides attackers
with a freeway to the
unused points sitting
ripe for abuse.
Attackers are also in-
creasingly using gift
cards as a means for
money laundering and
moving illegal funds be-
cause of the ease and
anonymity that gift
cards offer.


https://www.arkoselabs.com/explained/gift-card-fraud/#foot1
https://www.arkoselabs.com/threats-account-takeover/
https://www.arkoselabs.com/threats-account-takeover/

Buying and Using Gift Cards

Gift cards are for gifts.
Only gifts. Not for pay-
ments. Never buy a
gift card because
someone tells you to
buy one and give them
the numbers. Whenev-
er you buy gift cards:

Stick to stores you

know and
trust. Avoid buying
from online auction

sites because the gift
cards may be fake or
stolen.

Inspect the gift card
before you buy
it. Make sure the pro-

tective stickers are on
the card and that it
doesn’t look like some-
one tampered with
them. Also check that
the PIN number on the
back isn’t showing.
Pick a different gift
card if you

spot a
problem

and  show [
the  tam-

pered card |
to a cashier j§
or manager.
Always
keep a
copy of the

gift card and store
receipt. Take a pic-
ture of the gift card
and store receipt with
your phone. The num-
ber on the gift card
and store receipt will
help you file
a report
' with the gift

,‘ ny

Computer Security Practices to avoid Phishing Attack

" Don't email personal
or financial infor-
mation. Email is not a
secure method of
transmitting personal
information.

|  Only provide per-
sonal or financial in-
formation through an
organization's website
if you typed in the web
address yourself and
you see signals that
the site is secure, like

a URL that begins
https (the "s" stands
for secure). Unfortu-
nately, no indicator is
foolproof; some phish-
ers have forged securi-
ty icons.

|  Review credit card
and bank account
statements as soon as
you receive them to
check for unauthor-
ized charges. If your
statement is late by

How to be cyber vigilant

Keep softwares and op-
erating systems updat-
ed.

Use antivirus software
for your devices.

Set your social network-

ing profiles to private.

Use and enter only se-

cure websites.

more than a couple of
days, call to confirm
your billing address
and account balances.

|  Be cautious about
opening attachments
and downloading files
from emails, regard-
less of who sent them.
These files can contain
viruses or other mal-
ware that can weaken
your computer's secu-
rity.

Do not open attach-
ments in spam emails.

Do not give bank ac-
count details to un-

Use strong passwords . people.

for all your accounts.

Be alert while using

omaL 1930

K —

Don’t give
scammers a
Gift

| The best policy is to
refrain from download-

ing files or clicking
through links in a
strange email, unless

you trust the source.
Malware, viruses, and
other types of malicious
material can be easily
downloaded to your
server or computer
through attachments or
malicious links

public wifi hotspots.

FOR ONLINE FINANCIAL FRAUD

REPORT ANY CYBERCRIME AT

Cybersecurity Digest
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https://consumer.ftc.gov/articles/avoiding-and-reporting-gift-card-scams#_Gift_Card_Company
https://consumer.ftc.gov/articles/avoiding-and-reporting-gift-card-scams#_Gift_Card_Company
https://consumer.ftc.gov/articles/avoiding-and-reporting-gift-card-scams#_Gift_Card_Company
http://www.reportfraud.ftc.gov/
http://www.reportfraud.ftc.gov/
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Threat:

A cyber threat is a
malicious act that
seeks to steal or
damage data or
discompose the
digital network or
system. Examples
of threats include
computer virus-
es, Denial of Ser-
vice (DoS) attacks,
data breaches, etc.

Vulnerability:

In cybersecurity, a
vulnerability is a
flaw in a system's

design, security
procedures, inter-
nal controls, etc.,
that can be ex-
ploited by cyber-
criminals. In some
very rare cases,
cyber vulnerabili-
ties are created as
a result of cyberat-
tacks, not because
of network mis-
configurations.
Even it can be
caused if any em-
ployee anyhow
downloads a virus
or a social engi-
neering attack.

Risk:

Cyber risk is a po-
tential conse-
quence of the loss
or damage of as-
sets or data
caused by a cyber
threat.

Cybersecurity Digest

Bi-Weekly update by the CISO
Section of Meghalaya Rural Bank

Human Cyber Risk- The First Line of Defence

umans are

often re-

garded as

the weakest
link in a cybersecurity
program. Whether re-
sulting from manipula-
tive cybersecurity tac-
tics or limited cyberse-
curity awareness, hu-
man errors remain the
most prevalent attack
vectors in every infor-
mation security pro-
gram, no matter how
sophisticated your cy-
bersecurity stack may
be.

Human cyber risk re-
fers to potential human
behaviors that
result in a cyber inci-
dent. These could in-

could

clude clicking on mali-

cious phishing email
links or providing sen-
sitive internal infor-

mation to unauthorized
persons.

In cybersecurity, a hu-
man vulnerability is
any area of weakness
that could result in a
security breach. Unlike
digital cyber threats,
which could be exploit-
ed programmatically by
reverse engineering
software flaws, human
vulnerabilities are ex-
ploited by manipulating
human behavior.

The human element is
complex, and not all
individuals share the

same vulnerabilities—

Human risk factors in Cybersecurity

Human risks are pre-
dominantly concentrat-
ed at the IT security
boundary, at the inter-
face of cybercriminals,
and in an organiza-
tion’s private network.
This is why human er-
rors usually facilitate
initial network access
to unauthorized users.
Cybercriminals aim to
exploit this gateway,

and they have cultivat-
ed their tactics to ex-
ploit the human factors
of cybersecurity with
the following types of
attacks:

Phishing email at-
tacks: When hackers
send emails containing
links infected with cre-
dential-stealing mal-
ware to employees to
gain access to the cor-

some are more suscep-
tible to a phishing at-
tack than others. An
experienced cybercrimi-

nal determines each

person’s unique area of
weakness and devises a
exploit

plan to that

weakness to advance
their cybercrime objec-
tives.

porate network.

Social engineering at-
tacks: When hackers
try to trick employees
into exposing sensitive
internal  information,
either via a phone, in-
person conversation, or
an internal messaging
tool, such as Slack.



https://www.geeksforgeeks.org/threat-modelling/
https://www.geeksforgeeks.org/denial-of-service-ddos-attack/
https://www.geeksforgeeks.org/denial-of-service-ddos-attack/
https://www.geeksforgeeks.org/how-to-protect-yourself-from-cyber-attacks/
https://www.geeksforgeeks.org/how-to-protect-yourself-from-cyber-attacks/
https://www.geeksforgeeks.org/risk-mitigation-monitoring-and-management-rmmm-plan/
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Poor Cyber Hygiene Actions

Even without prompting from hackers, human errors can permeate the infor-

mation technology boundary with the following poor cyber hygiene actions:

. Shadow IT practices: When applications and external hardware are
connected to corporate networks and devices without first being ap-
proved by the IT department. Such practices create attack surface bloats
security teams are unaware of, making these regions of the digital sur-
face perpetualy vulnerable to cybercriminal compromise.

. Accidental data sharing: Sending sensitive internal information, such
as customer data, to the wrong email address.

. Neglecting Multi-Factor Authentication (MFA): Failing to set up MFA
for critical business accounts.

. Ignoring security warnings: Bypassing browser security alerts (e.g.,
ignoring “This connection is not secure” warnings) or disabling antivirus
software to remove interruptions associated with a desired action.

. Delayed software updates: Postponing or ignoring prompts for system
and software updates.
o Insider threats: When an employee abuses their internal credentials to

access sensitive internal information that is then leaked outside of the
corporate network.

. Neglecting secure communication protocols: Discussing confidential
business matters over unsecured or public channels, such as personal
email accounts, messaging apps, or during in-person interactions.

. Inadvertent social media disclosures: Employees sharing too much
information about their workplace position and activities, such as com-
pany projects or upcoming corporate travel plans, could arm hackers
with enough intelligence to launch a targeted phishing attack.

Best practices for reducing Cyber Human Risk

Page 2

Personalised, role- ties without fear of re- Secure browsing prac-
specific training: percussions. tices: Educate employ-
Training isn't a one-size ees ab01_,1t secure brgws—
fits-all solution. Make Recognition and re- inghabits apd the risks
sure content is being wards: Recognize and of downloading software
from untrusted sources.
adapted to each em- reward employees who
v i demonstrate ositive
ployee’s role, location securit racticeg Physical security: Em-
landl cyber knowledge yP ' phasize the importance
evel. Incident response Of physical security
Leadership commit- Plans: Develop and reg- Measures, such as lock-
ment: Ensure that wularly update incident 1§ SCreens when away
leadership demon- response plans to en- from desks and secur-

strates a commitment
to cybersecurity, setting
an example for the rest
of the organization.

Open communication:
Encourage open com-
munication about secu-
rity issues and make it
easy for employees to
report suspicious activi-

sure a swift and effective
response to security in-
cidents.

Regular software up-
dates: Ensure all soft-
ware and systems are
regularly updated and
patched to protect
against known vulnera-
bilities.

ing sensitive docu-

ments.

Multi-factor authenti-
cation (MFA): Require
MFA for accessing sen-
sitive systems and data
to add an extra layer of
security.

Cyberattack via
Picture? No OTP,
No Link—Hackers
Just Need One
WhatsApp Image
Now

In the digital age where
phishing links and OTP
frauds are the usual
suspects, a new threat
has emerged—one that
hides in plain sight.
Hackers are now using
WhatsApp images as
Trojan horses to
deliver malware
directly into users’
devices. Unlike
conventional scams,
this technique relies
on steganography, a
method where
malicious code is
embedded within
seemingly harmless
image files.

Once the infected
image is opened, the
malware installs
silently on the
victim’s phone. From
there, it can siphon
sensitive data—
banking credentials,
one-time passwords,
and even carry out
unauthorized
financial
transactions—without
the user’s knowledge.
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https://www.upguard.com/blog/cyber-hygiene
https://www.upguard.com/blog/attack-surface
https://www.upguard.com/blog/mfa-multi-factor-authentication
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SIM Swapping Fraud

Your phone Attacker's phone
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A 'SIM swap wil deactivate your phane, and If dane by an attacker,
the aftacker will receive your calls and texts on thier device,

nauthorized
SIM chang-
es, some-

times called
SIM swapping or SIM
hijacking attacks, oc-
cur when a customer’s
phone number is
transferred to a differ-
ent SIM card or eSIM
profile under the con-
trol of a criminal. If the
SIM swap is success-
ful, the criminal may
intercept the custom-
er's phone calls and
text messages to re-
ceive one-time security
codes from social me-
dia, banks, credit card
companies, cryptocur-
rency exchanges, and
other financial institu-
tions, allowing them to
potentially  access
those accounts and
cause financial and
reputational harm to
the customer.

SIM Swap Scam—Causes

But, not all SIM chang-
es are bad! Authorized
SIM swaps may hap-
pen when you upgrade
your device, or when
you troubleshoot or
replace a lost or stolen
device.

Criminals typically use
SIM swaps as a way to
steal your phone num-
ber so they can access
your bank or other fi-
nancial accounts. They
often start by gathering
as much personal in-
formation about you as
they can from social

media, the Internet,
the dark web, previ-
ously compromised

accounts, and directly
through phishing. They
use this information to
pretend they are you,

in an effort to gain ac-
cess to your account
and transfer your mo-
bile number to a differ-
ent SIM card or eSIM
under their control.
Once they've "swapped"
your SIM, calls and
texts to your phone
number route to the
phone in the criminal’s
control. At that point,
the criminals can use
their phone to receive
one-time security
codes or calls that
banks and other com-
panies use to safe-
guard customer
counts. In some cases,
you might not know
this has even hap-
pened until your phone
no longer works.

ac-

Understanding the un-
derlying causes of SIM
swap scams is crucial
for identifying vulnera-
bilities and implement-
ing effective preventive
measures. Following are
the causes of SIM swap
S c a m
Social engineering:
Scammers use various
techniques to deceive

victims and mobile car-
rier employees into be-
lieving they are the legit-
imate owner of the
phone number. This can
involve phishing emails,
calls, or text messages
to collect personal infor-

. mation.

Data breaches: Large-
scale data breaches can
provide scammers with

the necessary infor-
mation to impersonate
victims This data can
include names, address-
es, social security num-
bers, and phone num-
bers.

Insider threats: In
some cases, scammers
may bribe or coerce em-
ployees within mobile

carrier companies to

facilitate the SIM Swap.

Weak security practic-
es: Mobile carriers
sometimes have insuffi-
cient security protocols
for verifying identity be-
fore transferring a num-
ber to a new SIM, mak-
ing it easier for scam-
mers to execute their
schemes.



https://www.verizon.com/about/account-security/sim-swapping#

How to protect yourself from SIM Swap Scams

Signs you might be a

victim of a SIM swap

scam

Sudden loss of ser-
vice: If your phone
suddenly loses ser-
vice and displays “ No
Service?” or
“Emergency Calls On-
ly”, it could be a sign
that your number has
been transferred to
another SIM.

can no longer make
calls or send texts, it
might indicate that
your SIM card has
been deactivated.

Unusual account ac-
tivity: You might re-
ceive notifications of
unusual login at-
tempts or password
changes from your
email, bank, or social
media accounts.

Receiving messages

. Inability to make calls
or send texts: If you

about SIM card
changes: If you re-

ceive notifications
from your mobile car-
rier about SIM card
changes that you did
not initiate, this is a
red flag.

Access denied to ac-
counts: If you are
suddenly unable to
access your bank ac-
counts, email, or so-
cial media accounts
despite entering the
correct passwords, it
could be a result of a
SIM Swap.

Protecting yourself from SIM
Swap scams involves strength-

ening account security, limit-
ing the sharing of personal in-
formation, and staying vigilant
for suspicious activities. We
can reduce the risk of falling
victim to this form of identity
theft by taking the following
proactive measures:

Enhance account secu-
rity: Use strong, unique
passwords for all online
accounts and change
them regularly. Avoid
using easily guessable
information such as
birthdays or common
words.

Enable two-factor au-
thentication (2FA): Use
2FA methods that do not
rely on SMS-based
codes. Consider wusing
the authenticator apps or
hardware tokens instead.

Be wary of phishing at-
tempts: Do not click on
links or download attach-
ments from unknown or
suspicious emails and
messages. Verify the
sender’s identity before
responding.

Monitor your accounts:
Regularly check your
bank, email, and social
media accounts for any
suspicious activity. Set
up alerts to notify you of
any unauthorized trans-
actions or changes.

Contact your mobile
carrier: Ask your mobile
carrier to add a PIN or
password to your ac-
count for an extra layer
of security. Some carriers
also offer the option to
disable remote SIM
swapping entirely.

Use identity protection

services: Consider using
identity theft protection
services that monitor
your personal information
and alert you to potential
threat.

Report suspicious activ-
ity: If you suspect you
are a victim of a SIM
swap scam, contact your
mobile carrier immediate-
ly to restore your service
and secure your ac-
counts. Additionally, re-
port the incident to your
bank and other relevant
institutions.
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Reconnaissance

Reconnaissance is
the preliminary
phase of a cyber attack.
It involves the systemat-
ic surveying or scanning
of systems, networks, or
web  applications to
gather information
about potential vulnera-
bilities that can be ex-
ploited.

T h e term
‘reconnaissance’  origi-
nates from military op-
erations, where it refers
to the exploratory sur-
veying or spying con-
ducted to gain infor-
mation about an enemy.
In the cyber realm, it
carries a similar mean-
ing. Cybersecurity re-

How Do Reconnaissance Attacks Work?

1. Collect data about
the target: This can
involve a range of activi-
ties, from searching
publicly available infor-
mation (like corporate
websites or social media
platforms) to monitoring
network traffic for valu-
able data.
Cybercriminals aim to
gather as much infor-
mation as possible at
this stage. This could
include details about
the target’s network in-
frastructure, systems,
and software, as well as
potential vulnerabilities
that could be exploited.
2. Identify the scope
of the target network:
Once the hacker has
gathered enough data,
the next step is to define
the target network’s
scope. This involves
identifying the IP ad-
dresses associated with
the target and mapping
out the network’s struc-
ture.

By wunderstanding the
target network’s range,
hackers can identify po-
tential points of entry
and plan their attack

more effectively. This

step often involves tech-
niques like IP scanning
and port scanning.

3. Identify  active
tools: The final step in
the reconnaissance pro-
cess is identifying the
active tools within the
target’s system. These
could include firewalls,
intrusion detection sys-
tems (IDS), or other se-
curity measures that
could potentially thwart
an attack.

By identifying these ac-
tive tools, hackers can
plan their attack to
avoid detection and in-
crease their chances of
success. This step often
involves complex tech-
nical methods and re-
quires a high level of
expertise.

4. Locate open ports
and access points:
Just as a traditional
burglar might look for
unlocked doors or win-
dows, a cyber attacker
will search for open
ports in a network that
can be used as entry
points.

These open ports and
access points might be

the result of improper

network configuration,
forgotten  backdoors
from previous IT work,
or simply default set-
tings that have never
been changed. The pro-
cess of finding these
vulnerabilities can be
done manually, but of-
ten automated tools are
used to speed up the
process and avoid de-
tection.

5. Identify services on
the ports: Once an at-
tacker has identified
open ports and access
points, the next step is
to determine what ser-
vices are running on
those ports. This is sim-
ilar to a thief figuring
out what’s behind each
door in a house. For ex-
ample, a port might be
running an outdated
version of a service with
known vulnerabilities,
providing an easy entry
point for an attacker.

In most cases, cyber
attackers use automat-
ed scanning tools to
identify what services
are running on open
ports. These tools can
quickly catalog the ser-

connaissance involves
cybercriminals gather-
ing data about a target
system’s vulnerabilities,
which can then be ex-
ploited in a subsequent
attack.

vices running on each
port and can even iden-
tify the version of the
software being used.
This information is then
used to plan and exe-
cute subsequent at-
tacks.

6. Map the network:
The final step in the re-
connaissance process is
mapping the network.
This involves creating a
visual representation of
the target’s network,
including the location
and connection of all
devices, servers, rout-
ers, and other network

components.
Mapping a network
gives the attacker a

clear understanding of
the target’s system ar-
chitecture. It reveals the
most valuable assets,
their locations, and the
paths to reach them.
Such information is
crucial for strategizing
an attack. For instance,
an attacker might target
a server containing sen-
sitive data, or a router
that controls access to
several parts of the net-
work.


https://www.imperva.com/learn/application-security/cybercrime/
https://www.imperva.com/learn/application-security/cve-cvss-vulnerability/
https://www.imperva.com/learn/application-security/intrusion-detection-prevention/
https://www.imperva.com/learn/application-security/intrusion-detection-prevention/
https://www.imperva.com/learn/application-security/backdoor-shell-attack/
https://www.imperva.com/learn/data-security/sensitive-data/
https://www.imperva.com/learn/data-security/sensitive-data/

Page 2

How Businesses Can Protect Themselves From Reconnaissance Attacks

Network Monitoring

One of the most effective ways to
protect against reconnaissance
attacks is through network mon-
itoring. This involves regularly
checking and analyzing network
traffic to identify any suspicious
activity.

Network monitoring can help
detect reconnaissance activities
such as port scanning or net-
work mapping. By catching
these early signs, businesses
can take preventive measures
before an actual attack takes
place.

Honepots

Honeypots are decoy systems or
data set up to attract cyber at-
tackers. These traps are de-
signed to mimic real systems
that appear vulnerable and ap-
pealing to attackers, diverting
them from valuable assets and

gathering information about
their methods and tactics.
By engaging attackers with

honeypots, businesses can ana-
lyze attack patterns and tech-
niques without risking their ac-
tual data or systems. This in-
sight allows organizations to im-
prove their security measures
and prepare for real threats.
When implemented -effectively,
honeypots serve as both a diag-
nostic tool, which can capture
reconnaissance attempts, and
also a deterrent that adds an
extra defensive layer.

Firewalls and Access Con-
trols

Firewalls and access controls
are another essential part of a
business’s cybersecurity strate-
gy. Firewalls serve as a gate-
keeper, controlling which traffic
is allowed in and out of a net-
work.

Access controls, on the other
hand, manage who has access to
what within a network. These
controls can prevent unauthor-
ized access to sensitive areas of
the network, thereby limiting the
damage a potential attacker
could do.

Patch Management

Patch management is a critical
security measure that involves
regularly updating software and
systems to fix vulnerabilities
that could be exploited by at-
tackers. In the context of recon-
naissance attacks, patch man-
agement plays a vital role in
closing the gaps that attackers
seek to exploit.

A robust patch management
strategy ensures that all soft-
ware, including operating sys-
tems, applications, and network
tools, are up-to-date with the

Callect memory dumps
and analyze for

reconnaissance
symptoms

latest security patches. This pro-
cess involves regularly scanning
systems for missing wupdates,
testing and applying patches in
a timely manner, and verifying
that the patches have been in-
stalled correctly. Effective patch
management not only reduces
the risk of reconnaissance at-
tacks but also strengthens the
overall security posture.

Data Encryption and Privacy
Measures

Data encryption and privacy
measures are essential in safe-
guarding sensitive information
from unauthorized access dur-
ing a reconnaissance attack. En-
cryption involves transforming
data into a coded format that is
unreadable without the proper
decryption key, ensuring that
even if data is intercepted or ac-
cessed, it remains protected.

Implementing strong encryption
protocols for both data at rest
(stored data) and data in transit

(data being transmitted over a
network) is crucial. Additionally,
privacy measures such as ac-
cess controls and data masking
can limit the exposure of sensi-
tive data.

Threat Intelligence

Threat intelligence is a proactive
approach that helps organiza-
tions stay ahead of potential re-
connaissance attacks by identi-
fying emerging threats and vul-
nerabilities.

Threat intelligence includes
gathering and analyzing data
from various sources, including
threat feeds, hacker forums, and
dark web monitoring. By under-
standing the tactics, techniques,
and procedures (TTPs) used by
attackers, businesses can devel-
op targeted defenses against re-
connaissance and other cyber
threats.

Security Awareness Training
Security awareness training is
crucial in educating employees
about the risks and signs of re-
connaissance attacks. Since hu-
man error is often a significant
factor in security breaches,
equipping staff with the
knowledge and skills to identify
suspicious activities can greatly
enhance an organization’s de-
fense.

Training should cover topics
such as identifying phishing at-
tempts, safe browsing practices,
and the importance of strong
passwords. Regular updates and
drills can help keep security at
the forefront of employees’
minds. An informed and vigilant
workforce is a formidable first
line of defense against cyber
threats, including reconnais-
sance attacks.
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Cybersecurity is a
constant evolution-
ary arms race

i

As long as humans

continue connect-

ing to the internet,

they create securi-
ty risks

. g

In a rapidly changing
landscape like cyber-
security, no one can
claim to know every-
thing all the time

Inside this Digest:

Anatomy of a Quid Pro ]
Attack

Recognizing Quid Pro 1
Attacks

Why we fall for Quid 9
Pro Quo Scams

Fortifying against Quid 2
Pro Quo Attacks

Cybersecurity Digest

Bi-Weekly update by the CISO Section of Meghalaya Rural Bank
Quid Pro Quo Attacks

Quid pro quo attacks
fall under the umbrella
of social engineering
frauds, where the at-
tacker offers a service
or benefit in return for
information or access.
Imagine someone pos-
ing as a tech-support
agent offering to speed
up your computer.
They seem reliable and
say all the right things

to make you believe you
need their services. In
fact, they really help
you speed up your
computer, and you be-
lieve you received your
side of the bargain.
However, what if, in the
process of speeding up
your computer, they
gain access to your
sensitive files and steal
your info? This is the

Anatomy of a quid pro quo attack

APPROACH
The attackers offer the
victim an exceptionally

good deal

BUILDING TRUST
The victim accepts and the attacker
gains thair trust by providing a
saamingly legitimate product

Recognizing quid pro quo attacks

While distinguishing a
quid pro quo attack
from a genuine offer for
products or services
can be challenging,
some signs help you
detect a quid pro quo
attempt. If you notice
any of the following,
approach them with
caution and reach out
for help if needed:

Unsolicited offers or
requests: One sign of a
quid pro quo scam is
the unsolicited nature
of the offer or request.
Remember that employ-
ers don’t typically reach
out to individuals with
job offers out of the

blue, and legitimate
tech support doesn’t
magically appear at

your doorstep. Similar-
ly, valid medical solu-
tions don’t manifest
without prior inquiry.

High-pressure tactics:
Scammers are masters
at creating a sense of
urgency to make you
act hastily without
thorough consideration.
You might encounter
phrases like “This offer
won'’t last long,” “Other
buyers are waiting to
cash in,” “Many candi-
dates have already ap-
plied,” or “We only have
a limited number of

deceptive give-and-take
at the heart of quid pro
quo attacks.

EXPLOITATION

The attacker requests
sansitive information and the
victim complies

positions available.”
Requests for personal

or financial infor-
mation: Since quid pro
quo scams often appear
to involve a fair ex-
change, requests for
personal information
can appear discreet
and necessary. Watch
out for demands that
deviate from the ordi-
nary, such as requests
for your social security
number or bank de-
tails. Legitimate trans-
actions rarely require
such sensitive infor-
mation upfront.
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Unclear or unrealistic
promises: The age-old
adage “if it seems too
good to be true, it prob-
ably is” applies perfectly
to quid pro quo scams.
Whether it’s a miracle
cure, a get-rich-quick
scheme, or a job that
promises  substantial

returns with minimal
effort, these unrealistic
offers should trigger
your skepticism. They
are often traps designed
to deceive you into
providing fraudsters
with  information or
money.

Suspicious payment

requests: Financial
matters should Dbe
transparent and reason-
able. If a potential ser-

vice provider suddenly
requests payment for
services, training, or

equipment you haven’t
requested or they have-

The human element: Why we fall for quid pro quo scams

The success of quid pro
quo attacks is mainly
due to psychological
manipulation tech-
niques that are used by
attackers. By offering to
do a favor or help, at-
tackers create a sense
of indebtedness in the

target, making them
more likely to comply
with their requests.

This is further rein-
forced by the principle
of reciprocity, which is
deeply ingrained in hu-
man behaviour.

In these scams, attack-
ers often impersonate
trusted authority fig-
ures or experts, making
it easier for them to
gain the trust of their
targets. This can be in

the form of impersonat-
ing, for example, an IT
support person or a
customer service repre-
sentative. Individuals
are more likely to trust
and comply with the

requests of someone
they perceive as an au-
thority figure.

In addition, attackers
may also create a sense

Digital hygiene: Fortifying against quid pro quo attacks
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Tricks victims with
the promise of a desirable
item or reward.
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Offers a service or
benefit in exchange for
information or access.
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While there is no guar-
antee against quid pro
quo attacks, chances
are you are more likely
to detect and not act
upon them if you apply
a set of security best
practices. Here are
some things to improve
your digital hygiene and
help you to recognise

and deter quid pro quo
attacks:

Employee
Educate your  staff
about the dangers of
quid pro quo attacks
and provide clear guide-
lines for identifying and
responding to potential
threats. Regular and
continuous training

training:

sessions can reinforce

their awareness and
vigilance
Robust authentica-

tion: Implement strong
authentication
measures to verify the
identity of individuals
requesting sensitive in-
formation or access.
This can include multi-
factor authentication
(MFA) and verification
procedures

Comprehensive securi-
ty policies: Develop
and enforce comprehen-
sive security policies
that outline how sensi-
tive data should be
handled, shared, and
protected. Ensure your
employees are aware of
and follow these policies
Incident response
plan: Prepare for the

n’t provided, it should
raise a red flag. Be care-
ful with unspecified and

unexplained payment
requests and ensure
that such transactions
have been previously
authorized.

of urgency in their tar-
gets by using tactics
like time-sensitive offers
or threats. This can
make the target feel
stressed and act quickly
without thinking things
through, making them
more vulnerable to fall-
ing for the scam

worst by creating an
incident response plan
that outlines the steps
to take in the event of a
security breach. Timely
action can minimize the
damage caused by an
attack.

Regular monitoring
and assessment: Con-
tinuously monitor and
assess your organisa-
tion’s digital security
posture. Regular securi-
ty audits can help iden-
tify vulnerabilities and
areas for improvement.

To Report And Prevent

Cyber Fraud
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Dial 19:3
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Wiper Attacks

Cyber threats are
evolving at a very high
pace in today’s digital
landscape which
keeps  organizations
vigilant and proactive.
In such threats, wiper
attacks stand out as
one insidious form of
cybercrime. They spe-
cialize in wiping out
data and disrupting
operations. While its
variants tend to bank
on financial gains
through  encrypted
hostage data, the pur-
pose of wiper attacks
is to destroy valuable
information irretrieva-
bly. This destructive
intent can cause sig-
nificant damage to the

concerned organiza-
tions, leaving them to
face huge operational
setbacks and recover-
ies.

The aftermath of wiper
attacks is not only
pure data loss but at
times results in repu-
tational damages, loss
of customers’ trust,
and monetary implica-
tions as well. Busi-
ness impact can be
severe since business-
es face extended
downtimes with loss
of intellectual property
and legal repercus-
sions. The organiza-
tions, as well as the

What are Wiper Attacks?

Wiper attacks are ma-
licious cyber incidents
involving malware
specifically created to
wipe data off a sys-
tem. Data destruction
could be as minor as
deleting individual
files, while major inci-
dents would corrupt
entire databases and

What makes Wiper Attacks so dangerous?

The danger of wiper at-
tacks lies in their ability
to cause instant and
permanent harm. Since
important data is wiped,

then attackers are likely
to fully cripple the oper-
ations within an organi-
zation, slow down
productivity, and cause
costly downtime events.
This is unlike ransom-
ware, whose possibility
might be regaining lost
data via some financial

completely render any
critical information
unusable. These at-
tacks commonly tar-
get organizations op-
erating in high-stakes
industries so that they
can create chaos, dis-
rupt operations, and
cause long-lasting
damage.

payment, but the wiper
attack seems to com-
pletely have this chance
erased.

This has a lot at stake in
terms of integrity in rela-
tion to data and also dis-
rupts business continui-
ty since organizations
would be unable to oper-

individuals, in today’s
global network, must
know how wiper at-
tacks are carried out,
what the effects would
look like, and how to
prevent them. That
way, stakeholders are
educated on how they
can better prepare to
fight off those risks
created by the abso-
lutely devastating
cyber attacks

Such a blow might
bring debilitating ef-
fects because losing
important information
would stop business
processes, damage the
customer’s trust, and
provide difficulties of
very large recovery
dimensions

ate efficiently in the
wake of such an attack.
The psychological dam-
age on employees and
stakeholders, in addition
to possible financial im-
plications, makes wiper
attacks especially men-
acing in the world of cy-
bersecurity


https://www.sentinelone.com/cybersecurity-101/cybersecurity/what-is-malware/

Notable Wiper Attacks

Shamoon (2012): This was one of the first and most known wiper attacks that focused on the state

-owned oil company Saudi Aramco. In this incident, data on thousands of computers were de-

stroyed. The malware spreads across the organization’s network rapidly to erase critical data and

renders operational systems inoperable. Operations of the company experienced not just disruption

but also big recovery efforts, rebuilding the whole IT infrastructure of the company. Such was the

importance of Shamoon that it became a moment of consciousness in cybersecurity, and organiza-

tions realized that they could also suffer from similar hostile and damaging actions

Dustman (2019): Dustman was focused against Bahrain National Oil Company, overlaying files

with random data on infected computers, effectively purging their information of principle that had

links with Iranian state-sponsored threat actors. This indicates how nation-states may wield wiper

malware as an influence or for economic disruption purposes. The critical sector targeted in the

Dustman attack was oil production, and thus, it demonstrated the ability of wiper malware to dis-

rupt critical services and underscored the geopolitical motivation for such cyber operations. In do-

ing so, it vindicated the observation that organizations conducting businesses in critical infrastruc-

ture sectors have a reason to be constantly alert and perhaps more proactive concerning their cy-

bersecurity posture in preventing all risks associated with state-sponsored attacks.
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wiper attack is estab- find those to be ex- aspects of compliance cident Response

lished, isolate affected
systems immediately
from the network. It will
prevent the malware
from spreading further
and minimize data loss
if the access of the in-
fected devices from oth-
er systems is removed.
This may include taking
the systems offline or
disabling their network
connections to make
sure that the spread is
not possible

Data Recovery: Data
recovery should begin
once affected systems
have been isolated. This
typically occurs by lev-
eraging accessible cur-
rent backups to recover
lost data. Anyone who
regularly takes sched-
uled backups that are

tremely helpful at this
recovery stage. If no
backups exist or those
too are impacted, com-
panies may have little
option but to look for
data recovery services,
with no guarantee of
success.

Forensic Analysis: A
thorough forensic anal-
ysis would give the or-
ganizations involved
knowledge of the nature
of the attack. It would
involve studying the en-
try process of the wiper
malware, the weakness-
es it exploited, and what
was lost. Such infor-
mation would aid im-
munity against such
attacks in the future.
Moreover, the process
would be incident docu-

and reporting

Communication: Keep-
ing the stakeholders,
customers, and employ-
ees well-informed on the
issue of the wiper attack
is very important. Tak-
ing them into confi-
dence maintains trans-
parency and trust. Let-
ting the stakeholders
know the status of the
recovery activities and
their potential effects on

customers or services
would be very helpful.
Proactive @ communica-

tion is hence positive as
it negates reputational
damage or any other
losses, wusing credible
communication to ex-
hibit stakeholder con-
cern that the organiza-
tion takes the incident

Plans: In organizations,
the process of recovery
serves as an avenue to
review their incident
response plans and pro-
cesses. This review will
discern the things that
have worked well in re-
sponding to the incident
and also determine the
areas that are calling for
change. By this, the or-
ganization will be better
situated to counter any
future threat after inte-
grating the lessons
learned into the inci-
dent response strategy.
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Aadhaar Biometric Fraud

financial transactions.
Your Aadhaar card is

n today's digital age
protecting your per-

sonal information is

of utmost
portance. The bad actors
are constantly on the
lookout for ways to mis-
use your sensitive or per-
sonal data. The Aadhaar
card is a crucial docu-
ment that is utilised by all
of us for various aspects.
It is considered your offi-
cial government-verified
ID and is used for various
purposes such as for veri-
fication purposes, KYC
and even for

im-

purposes,

used in so many ways
such as flight tickets
booked by travel agents,
check-in in hotels, verifi-
cation at educational in-
stitutions and more. The
bad actors can target and
lure the victims by unau-
thorized access to your
Aadhaar data and commit
cyber frauds such as
identity theft, unauthor-
ized access, and financial
fraud. Hence it is signifi-
cantly important to pro-
tect your personal infor-

Fingerprint Cloning

Cybercrooks have been
exploiting the Aadhaar
Enabled Payment System
(AePS). These scams en-
tail cloning individuals'
Aadhaar-linked  biomet-
rics through silicon fin-
gerprints and unauthor-
ized Dbiometric devices,

subsequently  siphoning
money from their bank
accounts. Fingerprint
cloning also known as
fingerprint spoofing is a
technique or a method
where an individual tries
to replicate someone
else's fingerprint for un-

mation and Aadhaar card
details and prevent the
misuse of your personal
information.

authorized use. This is
done for various reasons,
including gaining unau-
thorized access to data,
unlocking data or com-
mitting identity theft. The
process of fingerprint
cloning includes collec-
tion and creation.




Safety measures for the security of your Aadhaar Card data

Locking your biometrics :
One way to save your
Aadhaar card and prevent
unauthorized access is by
locking your biometrics. To
lock & unlock your
Aadhaar biometrics you
can visit the official website
of UIDAI or its official por-
tal. So go to UIDAI’s and
select the “Lock/Unlock
Biometrics” from the
Aadhar service section.
Then enter the 12-digit
Aadhaar number and secu-
rity code and click on the
OTP option. An OTP will
be sent to your registered
mobile number with
Aadhaar. Once the OTP is
received enter the OTP and
click on the login button
that will allow you to lock
your biometrics. Enter the
4-digit security code men-
tioned on the screen and
click on the “Enable” but-
ton. Your biometrics will be
locked and you will have to
unblock them in case you
want to access them again.
The official website of

UIDAI is “https://

uidai.gov.in/” and there is
a dedicated Aadhar help-

line 1947.
Use masked Aadhaar
Card: A masked Aadhaar

DIAL

REPORT ANY CYBERCRIME AT

card is a different rendition
of an Aadhaar card that is
designed to amplify the pri-
vacy and security of an in-
dividual Aadhaar num-
ber. In a masked Aadhaar
card, the first eight digits of
the twelve digits Aadhaar
number are replaced by
XXXX- XXXX and only the
last four digits are visi-
ble. This adds an addition-
al layer of protection to an
individual Aadhaar’s num-
ber. To download a masked
Aadhaar card you visit the
government website of
UIDAI and on the UIDAI
homepage, you will see a
"Download Aadhaar" op-
tion. Click on it. In the
next step, you will be re-
quired to enter your 12-
digit Aadhaar number along
with the security code dis-
played on the screen. After
entering your Aadhaar
number, click on the Send
OTP. You will receive an
OTP on your registered
phone number. Enter the
OTP received in the provid-
ed field and click on the
“Submit” button. You will
be asked to select the for-
mat of your Aadhaar card,
You can choose the masked
Aadhaar card option. This
will replace the first eight
digits of your Aadhaar
number with "XXXX-XXXX"
on the downloaded Aadhaar
card. Once the format is
selected, «click on the
“Download Aadhaar” button
and your masked Aadhaar
card will be downloaded. So
if any organisation requires

FOR ONLINE FINANCIAL FRAUD

your Aadhaar for verification
you can share your masked
Aadhar card which only
shows the last 4 digits of
your Aadhaar card number.
Just the way you keep your
bank details safe you should
also keep your Aadhaar
number secure otherwise
people can misuse your iden-
tity and use it for fraud.

Monitoring your bank ac-

count transactions: Regu-
larly monitor your bank ac-
count statements for any
suspicious activity and you
can also configure transac-
tion alerts with your bank
account transactions.

It is important to secure your
Aadhaar card data effectively.
The valuable security meas-
ure option of locking biomet-
rics provides an additional
layer of security. It safe-
guards your identity from
potential scammers. By lock-
ing your biometrics you can
secure your biometric data
and other personal infor-
mation preventing unauthor-
ized access and any misuse
of your Aadhaar card data. In
today's evolving digital land-
scape protecting your per-
sonal information is of ut-
most importance. The cyber
hygiene practices, safety and
security measures must be
adopted by all of us hence
establishing cyber peace and
harmonizing cyberspace.

Stay Safe
Stay Alert!!!



https://uidai.gov.in/
https://uidai.gov.in/
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How to Transfer Files

Securely: Secure File Sharing in the Digital Age
° Cloud-based secure The digital age has convenience and ac- that ensures confi-
file sharing solu- revolutionized the cessibility comes the dentiality, integrity,
tion: Automatically Wway we work, learn, need for secure file and availability of the
encrypt files that are communi- shar- data being shared.
exchanged between cate, and live ing. Many organizations
) 8= @ .
you and other collabo-  our lives. Secure use secure file-
rators, and access  From online f il e sharing software to
then? from anywhere, ., 11aporation shar- share large files se-
anytime. .
to remote ing re- curely and collabo-
° Password- g ,pand e- fers to rate with clients and
protecting files and | 1ping the t h e teams. Secure file
folders:  Password-  gigital world p r o - sharing usually in-
protect or create pass-  hag  gpened cess of volves data encryp-
word zip files before .
i . up new op- trans- tion, advanced ac-
sending them via .. . . .
email. This is an excel.  Portunities for people ferring files between cess controls, audit
lent method for infre. around the globe. individuals or organi- trails, and password
quent file transfers. However, with this zations in a manner protection.
o Secure File Trans-
fer Protocol (SFTP:  The Importance of Secure File Sharing
Uses encryption to . . . .
protect files as they 1. Protecting Con- gain unauthorized thorized users can
e A el fidential Infor- access to confidential access the data. En-
. Password. mation: data. If a cybercrimi-  ryption  scrambles
- q ) (o nal successfully in- w0 4540 into unread-
protecting devices: [n today’s digital tercepts a file trans-
Flash drives and hard worlgl, ‘ .busmesses fer and steals client able code that can
drives can be encrypt- ~ and individuals must .o mation it can OnL be decrypted by
ed before you share Protect .Confldentlal result in identity authorized users
them to keep your con- lnformatlon such as theft, blackmail, and with the encryption
fidential information gnanelaltdata’ legai financial loss. key. Access control
ocuments, personal g fil hari e )
secure. ecure file sharin
. data, and intellectual g limits access to files
° Email Add-Ins: By- offers a way to pro- g only those with

pass the file size limi-
tations and automati-
cally encrypt email
content.

property from cyber
threats. Cybercrimi-
nals are always on
the lookout for op-
portunities to exploit
security weaknesses
in digital systems to

tect confidential in-
formation by provid-
ing encryption, au-
thentication, and ac-
cess control to en-
sure that only au-

authorization, and
authentication en-
sures that users are
who they claim to be

Cont...



2. Ensuring Privacy and
Compliance:

Secure file sharing is essential
for maintaining privacy and com-
pliance with data protection reg-

ulations. In some industries,
such as healthcare and finance,
there are strict regulations

around the handling of sensitive
information. Failure to comply
with these regulations can result
in hefty fines and legal conse-
quences.

In addition, sharing personal in-
formation such as medical rec-
ords or financial

information with-

out appropriate

privacy  controls

can result in iden-

tity theft, which

can have severe
consequences for

the individual af-

fected. Secure file-

sharing  solutions

can help ensure

compliance  with

data protection reg-

ulations to protect sensitive in-
formation from unauthorized ac-
cess.

3. Facilitating Collabora-
tion:

Collaboration is an essential part
of modern-day work, and secure
file sharing enables teams to

work to-

gether on
. ZERO TRUST SECURE FILE

projects and
SHARING IS SECURE FILE

documents

. SHARING VIA A PLATFORM BUILT
with ease
UPON ZERO TRUST PRINCIPLES
Secure file

proves productivity, enhances
communication, and saves time,
which is essential in today’s fast-
paced business environment. Ad-
ditionally, secure file-sharing so-
lutions can help to ensure that
sensitive information is protected
while still allowing for seamless
collaboration between colleagues,
clients, and co-counsel.

4. Minimizing Risks of
Cyber Attacks:

In the digital age, cyber-attacks
are becoming increasingly com-

mon and sophisticated, and
businesses and individuals must
t a k e

measures to
protect sen-

sitive infor-
mation from
such at-
tacks. Unse-
cure file

sharing can
expose confi-
dential infor-

mation to
cyber at-
tacks such

as malware,
phishing, and ransomware. Cy-
bercriminals can exploit vulnera-
bilities in digital systems to gain
unauthorized access to sensitive
information, causing data
breaches that can result in sig-
nificant financial losses and rep-
utational damage.
Secure file sharing solutions are
the shiny armour that companies
need. It provides
an additional layer
of security to pro-
tect sensitive infor-
mation from such

sharing enables users to collabo-
rate in one centralized location,
view and request documents,
im-

and leave feedback. This

attacks, minimiz-
ing the risks of data breaches.
Automatic encryption ensures

that the data shared is unreada-

ble to entities other than the in-
tended recipient. Two-factor au-
thentication requires a unique
code from a secondary device in
addition to passwords in order to
access accounts — decreasing the
likelihood of a breach. If an at-
tacker manages to access your
account, password-protected
channels prevent them from ac-
cessing the content, rendering
their hacking attempts useless.
5. Improving Mobility:

In today’s fast-paced business
environment, mobility is essen-
tial, and employees need to ac-
cess data from any location, on
any device. Secure file sharing
enables users to access data se-
curely from any device, including
smartphones, tablets, and lap-
tops. This improves productivity
and efficiency by allowing em-
ployees to work from anywhere,
at any time.

6. Building Trust:

Secure file sharing helps to build
trust among employees, custom-
ers, and partners. When sensi-
tive information is protected, it
builds confidence and trust
among stakeholders, which is
essential for building long-term
relationships. This is particularly
important in highly regulated
industries such as finance, legal,
and healthcare, where trust is a
critical element of the business.
Give your clients peace of mind

knowing their confidential infor-
mation is protected to the great-
est extent with secure file-
sharing solutions. Not only do
regulation compliance and en-
cryption protect their confidential
information, but it also reflects
positively on your company.
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https://www.titanfile.com/blog/what-is-data-encryption-and-why-is-it-important/
https://www.titanfile.com/blog/what-is-two-factor-authentication-2fa-and-what-are-the-benefits/
https://www.titanfile.com/blog/what-is-two-factor-authentication-2fa-and-what-are-the-benefits/
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Your employees
are using Al But
are they using it
safely?

“Shadow AI”,
the use of unap-
proved Al tools
at work, is more
common than
you think. New
research reveals
that 80% of com-
panies are
showing signs of
this risky behav-
iour. From sales
teams entering
customer  data
into ChatGPT to
HR  uploading
resumes into
Claude, the po-
tential for data
leaks is
sive.

mas-
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Jamming- The Rising Cyber Threat

amming at-
tacks are the
use of mali-
cious interfer-
ence on wireless com-
munication  systems,
including Wi-Fi, Blue-
tooth, and cell phone
networks. GPS systems
can also be the target
of jamming attacks. In
2020, for example,
85% of cargo truck
thefts in Mexico report-
edly involved GPS jam-
ming.
The intention of a jam-
ming attack is to “jam”
a network, preventing
devices from communi-
cating, disrupting es-
sential services, or
even bringing down a
network altogether in a

GPS Jamming

denial of service (DOS)
attack.

Jamming attacks gen-
erally use physical de-
vices to overload a net-
work with strong sig-
nals, disrupting usual
operations. Fraudsters
can also take ad-
vantage of the service
disruption, and there-
fore the confusion to
callers, by committing
telecommunications
fraud attacks such as
call spoofing.

Jamming attacks can
happen on both a
small and large scale.
They can be weapon-
ized as a wartime tactic
or in terrorist attacks,

or used for relatively

Jamming

&
superficial purposes.
For example, jamming
attacks can be used to
cut off sound to Blue-
tooth speakers if the

music is too loud at a
neighborhood party

¢

Receiver

GPS jamming became a
common part of vehicle
theft from around 2010.
An inexpensive device is
used to disrupt signals
to and from GPS satellite

devices, essentially al-
Wi-Fi Jamming
Wireless jamming at-

tacks can use dedicated
jamming devices or spe-
cially configured or com-
promised Wi-Fi-enabled
devices such as laptops
or smartphones.

A Wi-Fi jamming attack

stolen
vehicle

lowing a
tracked

with valuable cargo.

could be used to flood a
wireless network with a

evade road tolls that u
automated systems.

ty firms warn that w
less jammers can

and The same jamming de-

to vices can also be used to
“disappear off the radar”.
Such devices have been
used both for car thefts
and for thefts of lorries

Se

ire-
be

constant disruption sig-
nal, resulting in

access for legitimate us-
ers. For example, securi-

slow
speeds or a total lack of

used to disable Wi-Fi se-
curity cameras, by rob-
bing them of the band-
width they need to oper-
ate.



https://seon.io/resources/telecommunications-fraud-detection-and-prevention/
https://seon.io/resources/telecommunications-fraud-detection-and-prevention/

Disruption of Communica-
tion

Jamming attacks have the
ability to disrupt or completely
disable communication on
networks such as Wi-Fi and
Bluetooth. This can result in a
loss of internet connectivity
and the failure of the systems
relying on it.

Data such as passwords and
card details can also poten-
tially be intercepted by a mali-
cious actor as part of a jam-
ming attack.

Inaccurate Navigation and
Positioning

Above,

we described how a

Consequences of Jamming Attacks

GPS jamming attack can play
a part in car theft or evading
detection for traffic offenses.
Various jamming attacks can
also be used in modern mili-
tary conflicts.

For example, it’s been report-
ed that GPS jamming attacks
have taken place in Eastern
Ukraine on a regular basis
since Russia annexed Crimea
in 2014. In war scenarios,
jamming techniques can im-
pact everything from unit po-
sitioning to the flow of infor-
mation.

Financial Losses

Businesses of all kinds are
increasingly reliant on wire-

less technology, for everything
from service provision to pay-
ment processing. A retail store
or restaurant that’s unable to
process card transactions due
to a lack of internet access
will immediately begin to lose
money.

Jamming attacks can also

play a part in other incidences
of cybercrime, such as mas-
querade attacks, in which the
interception of communica-
tions can lead to costly data
leaks that compromise peo-
ple’s financial security.

How to Detect and Protect Against Jamming Attacks

Establish a way to monitor
the strength of the wireless
signal on the network. A
sudden in-
consistency
in signal
strength, or
an increase
in interfer-
ence could
be signs of a
jamming

attack in
progress.
Use an in-

trusion de-

tection system (IDS). Such
a system can identify unu-
sual traffic on the network

and sometimes also take
automatic steps to thwart
an attack in progress. For

example, an
IDS can be d
used to shut
down a fre-
quency chan-
nel where
suspicious
activity is de-
tected.

C. Educate
yourself and
other device

~

users on cy-
bersecurity principles. En-
courage the use of virtual
private

networks (VPNs)

and advise caution when
using public Wi-Fi net-
works, such as those in
cafes and hotels.

Use the strongest encryp-
tion available and practice
good password hygiene.

Alongside these steps, remember
that the best practices in cyber-
security may change over time,
especially given the developing
technology involved in jamming
attacks. As such, point number c
above bears repeating: Educate
yourself about how to stay safe
online with the most up-to-date
research on jamming attacks
and countermeasures.
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Al psychosis:

This term, inspired
by the clinical defini-
tion of psychosis,
describes a mental
state where individu-
als develop delusion-
al thoughts that are
induced or amplified
by Al. While humani-
ty has experienced

technology  driven
paranoia, since the
times of Industrial
Revolution of the
1800’s, this recent
sycophantic  break
with reality is un-
precedented. The
documented exam-

ples of this appalling
behaviour include Al
tools that glorify sui-
cidal thoughts, push
users to replace table
salt with toxic chem-
icals, and provide
fictional information
that leads people to
file lawsuits.
In extreme -cases,
individuals have pro-
claimed themselves
to be on a messianic
mission, develop fan-
tasied romantic rela-
tionships with chat-
bots, mistake chat-
bot conversations for
genuine love, and
even treat the chat-
bots as sentient dei-
ties, believing that
results from
ChatGPT are god-like
and beyond ques-
tion. Such cognitive
dissonance takes
one’s dependency
(read addiction) on
the Al tools to a
whole new level,
thereby resulting in
the  hallucinatory
mental state aka Al
psychosis.
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Dark Al

ark Al is the
malicious use
of artificial
intelligence to
develop cyberattacks,
commit fraud, or execute
other illicit activities. It
is also on the rise. Gen-
erative Al (GenAl) has
lowered the barrier to
entry, making it easier
for cybercriminals to de-

sign and launch at-
tacks.
At the same time, the

rapid adoption of enter-
prise technologies, in-
cluding AI, has expand-
ed organizations’ digital
attack surface, introduc-
ing vulnerabilities that
threat actors can ex-
ploit.

By 2025, cybercrime is
expected to cost $10.5
trillion annually, and a
growing share of that
will be driven by dark Al
Dark Al is not a specific

technology; it’s a set of
tactics and behaviors

that exploit Al’s capabili-
ties for harmful ends.

—

tackers to launch large-
scale attacks targeting
multiple victims simulta-

neously.
Adaptability: Adver-
saries continuously

> adopt the latest Al inno-

Key characteristics in-
clude:
Anonymity: Attackers

operate in hidden online
spaces, often using en-
cryption, referrals, and
cryptocurrencies to
avoid detection.

Autonomy: Dark Al sys-
tems often run on auto-
pilot with minimal hu-
man input, enabling at-

# vations and adjust their
i methods to evade new

detection systems.

Human-like behavior:
From deepfakes to per-
suasive social engineer-
ing, dark Al mimics real

human interactions to
deceive and manipu-
 late.

Whereas traditional Al is
designed to improve
productivity, decision-

making, or quality of life,
dark Al is built to infil-
trate, mislead, and
cause harm. It exploits
trust and obscures in-
tent, often with devastat-
ing consequences.

Dark Al challenges and cybersecurity threats .|

The rise of Al has made it
faster and easier for at-
tackers to launch sophis-
ticated cyberattacks.
What once required deep
technical expertise is
now accessible to a much
wider range of threat ac-
tors, and many are using
Al to sharpen their tac-
tics and outpace tradi-
tional defenses. Under-
standing how dark Al
accelerates risks can
help teams stay proactive

and resilient:

e Al-powered cyberat-
tacks: Ready-to-use
toolkits available on the
dark web make it easy
for attackers to launch
phishing, malware, and
ransomware campaigns.
As a result, the volume
and scale of attacks have
surged.

e Evasion capabilities:
Machine learning models
help cybercriminals
adapt to security systems

in real time, making de-
tection harder. Attack
patterns can shift auto-
matically to avoid known
defenses.

e Speed of attacks: Al
compresses the lifecycle
of an attack. Breaches
happen faster, and at-
tackers can move across
systems before security
teams even spot the in-
trusion.


https://snyk.io/articles/ai-security/ai-attacks/
https://snyk.io/articles/ai-security/ai-attacks/
https://snyk.io/articles/ai-security/ai-attacks/
https://www.weforum.org/stories/2025/01/how-ai-driven-fraud-challenges-the-global-economy-and-ways-to-combat-it/
https://www.weforum.org/stories/2025/01/how-ai-driven-fraud-challenges-the-global-economy-and-ways-to-combat-it/
https://snyk.io/articles/dark-ai-exploring-the-shadows-of-artificial-intelligence/#challenges

Dataprivacyatrisk .

Dark AI threatens the
very foundations of data
privacy. Using sophisti-
cated attacks, threat
actors can access per-
sonal and sensitive data
(e.g., credit card num-
bers, health records,
and private communica-
tions). This data is then

weaponized in second-
ary attacks, such as
identity theft, extortion,
and financial fraud.

Attackers also work
hard to stay hidden,

using tactics like
spoofed IP addresses,
VPNs, and proxy net-

works to avoid detec-

tion. These methods can
make it harder to en-
force even the strictest
data protection frame-
works, such as GDPR,
HIPAA, and PCI-DSS.

Building strong, proac-

data
measures such as data

tive protection

encryption, access con-

trols, and real-time

monitoring is key to
minimizing the impact if
attackers manage to get

through.

Exploiting social and communicationplatforms

Social media and com-
munication platforms
are increasingly being
used as entry points for
Al-driven scams. At-
tackers impersonate
executives on LinkedIn
and Twitter, mine Face-
book and Instagram
profiles for personal de-

tails, and even manipu-
late public discourse
through deepfakes and
Al bot activity.

By crafting more con-
vincing messages and
gathering more person-
alized data, Al helps at-

tackers make scams

harder to detect, and
makes defending brand

trust and user privacy

even more important.
Ongoing employee
awareness, stronger

identity verification pro-
cesses, and smart moni-

toring of public-facing
channels can help or-
ganizations reduce the
risks tied to Al-powered
social engineering.

How to protect againstDark Al ...

Staying protected from
dark Al and other
emerging cyber threats
requires the integration
of proactive, resilient
security practices into
every layer of your or-
ganization. By combin-
ing smart technology,
ongoing education, and
a strong security foun-
dation, teams can re-
duce risks without slow-
ing innovation. Here are
some tips for staying
ahead:

Track emerging
threats
Stay informed about

new Al-powered attack
methods, tools, and tac-
tics. Threat intelligence
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feeds, community up-
dates, and industry re-

ports can help your
teams anticipate how
attackers might use new
technologies.

Train employees
Empower your teams to
recognize and respond
to Al-enhanced phishing
attempts, deepfakes,
and social engineering.
Regular training builds
a culture of security
awareness and can turn
employees into an effec-
tive first line of defense.
Enhance security with
Al

While it is introducing
new dangers, Al can al-
so be a force for good.
Use advanced detection
tools that can spot

anomalies, detect zero-
day threats, and auto-
mate response actions.
Security solutions can
also help you shift left
by embedding security
into development work-
flows, so vulnerabilities
are caught and fixed as
early as possible.

Al red teaming

To counter these sophis-
ticated threats, security
teams can think like
their adversaries. Al red
teaming is a proactive
security measure where
ethical hackers use Al to
simulate realistic at-
tacks on an organiza-
tion's systems, applica-
tions, and data. This
goes beyond traditional

red teaming by leverag-
ing Al tools to automate
reconnaissance, exploit
vulnerabilities, and nav-
igate complex networks,
mirroring the tactics of
modern attackers.

By using Al to probe for

weaknesses, organiza-
tions can identify and
patch vulnerabilities be-
fore malicious actors
can exploit them. The
insights gained from
these simulations are
critical for building more
resilient defenses and
ensuring a 'secure by
design" posture. It's a
step in preparing for a
future where Al-powered
attacks are the norm.

FRAUD HELPLINE



https://snyk.io/articles/dark-ai-exploring-the-shadows-of-artificial-intelligence/#privacy
https://snyk.io/articles/dark-ai-exploring-the-shadows-of-artificial-intelligence/#exploiting
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Cyber-Laundering

The rise of the internet

and digital technolo-
gies has brought a lot
of benefits and conven-
ience to people's lives,
from online shopping
to social media. How-
ever, it has also
opened the door to a
new type of criminal
activity known  as
cyber laundering.

Cyber laundering is a
sophisticated form of
money laundering that
leverages the internet
and other digital plat-
forms to conceal and
transfer illegally ob-
tained funds. It
volves the use of com-
plex and advanced
technologies, such as

in-

virtual currencies, en-
cryption, and anony-
mization, to cover the
tracks of criminal ac-
tivities.

The process typically
involves three stages:
placement, layering,
and integration, like
traditional money
laundering. In the
placement stage, the
illicit funds are intro-
duced into the digital
system, often through

anonymous online
transactions. In the
layering stage, the
funds are moved
around and disguised
through multiple
transactions, often

across different juris-
dictions and curren-
cies. In the integration

stage, the funds are
reintroduced into the
legitimate financial
system, usually

through the purchase
of assets or invest-
ments.

One of the most com-

Types of Cyber-laundering

There are two types of
cyber-laundering, each
with its own unique
characteristics and
methods.

The first type is called
"instrumental digital
laundering." In this
type of cyber-
laundering, the crimi-
nal uses digital tools to
carry out one or more
constituent steps of
the money laundering

mon methods of cyber
laundering is through
virtual currencies,
such as Bitcoin, which
allow for anonymous
and untraceable trans-
actions. Criminals can
use these currencies to
purchase goods and
services online, trans-
fer funds across bor-
ders, and convert the
proceeds back into tra-
ditional currencies, all
without leaving a digi-
tal trail. Another tech-
nique is through the
use of anonymous
communication and
encryption tools, such
as Tor and VPNs,
which allow criminals
to communicate and
transfer funds without
detection. They can
also use sophisticated

techniques, such as
"mixing" services,
which blend the funds

of multiple transac-
tions to make it diffi-
cult to trace the origi-
nal source.

offense. These steps
can include placement,
layering, and integra-
tion. Placement is the
process of introducing
illegal funds into the
financial system. Lay-
ering involves moving
the money through

Cyber laundering pos-
es a significant threat
to the global financial
system, as it allows
criminals to conceal
and use the proceeds
of their illegal activi-
ties. It also creates a
challenge for law en-
forcement agencies,
who must adapt their
methods to keep up
with the constantly
evolving digital land-
scape. To combat
cyber laundering, gov-
ernments, and finan-
cial institutions have
introduced a range of
measures, such as in-

creased monitoring,
stricter  regulations,
and the development

of new technologies,
such as blockchain, to
enhance transparency
and security. However,
the battle is far from
won, and it will require
ongoing cooperation
and innovation to stay
ahead of the cyber-
criminals

various accounts and
jurisdictions to dis-
guise its origin. Inte-
gration is the final
stage in which the
laundered money is
used to purchase legit-
imate assets.

Contd...


https://www.sanctionscanner.com/knowledge-base/money-laundering-122
https://www.sanctionscanner.com/blog/anti-money-laundering-and-cybersecurity-138
https://www.sanctionscanner.com/blog/anti-money-laundering-and-cybersecurity-138
https://www.sanctionscanner.com/blog/fatf-report-virtual-assets-red-flag-indicators-332
https://www.sanctionscanner.com/blog/regulated-banks-vs-bitcoin-and-crypto-275
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The second type of
cyber-laundering is
known as ‘"integral

digital laundering." In
this type of money
laundering, all three
steps take place entire-
ly and completely with
the use of computers
or digital tools. The cy-
bercriminal will use
digital currencies, such
as Bitcoin, to transfer
funds from one ac-
count to another. This

The Intersection

The connection be-
tween cyber crimes
and money laundering
is intricate and con-
cerning. Cyber crimi-
nals often employ mon-
ey laundering tech-
niques to conceal their
illicitly obtained funds.
By funneling the mon-
ey through various
bank accounts and fi-
nancial transactions,
they aim to make it
appear legitimate and
remove any trace of its
criminal origins.

Money laundering is a
crucial component of
the cyber crime ecosys-

Future Trends in

The landscape of cyber
crimes and money
laundering is ever-
evolving. As technology
advances, cyber crimi-
nals will continue to
adapt their tactics to
exploit new vulnerabili-
ties. One emerging
trend is the use of arti-
ficial intelligence and
machine learning by
cyber criminals to au-
tomate their attacks
and evade detection.

Furthermore, the in-
creasing popularity of
cryptocurrencies pre-
sents an ongoing chal-
lenge in combating

type of cyber-
laundering is more
complex and difficult to
detect as all transac-
tions take place online,
with no physical pres-
ence or paper trail.

Cyber-laundering typi-
cally operates on the
internet, taking ad-
vantage of computer
bugs and loopholes or
using specific hardware
and software systems
to establish connec-

tions in anonymity and
non-traceability  of
one's location. This
method allows crimi-
nals to deceive law en-
forcement authorities
and carry out their il-
licit activities without
being detected.

In recent years, there

have been numerous
of
laundering, with crimi-

cases cyber-

nals using increasingly

sophisticated methods
to carry out their illegal
activities. Law enforce-
ment agencies have
had to adapt to these
changing circumstanc-
es and invest heavily in
technology and train-
ing to keep up with the
pace of technological
advancement.

of Cyber Crimes and Money Laundering

tem, enabling crimi-
nals to enjoy the finan-
cial benefits of their
illegal activities with-
out raising suspicion.
The unreg-
ulated na-
ture of i
cryptocur- \
rency also
presents
opportuni-
ties for
cyber crim-
inals to
launder money, due to
the difficulty in tracing
transactions.

Cyber criminals con-
tinuously adapt their

Cyber Crime and Money Laundering

money laundering.

Governments and reg-
ulatory  bodies are
striving to establish

stricter measures to
monitor cryptocurren-
cy transactions and
ensure compliance
with anti-money laun-
dering regulations.

Another  significant
trend on the horizon is
the rise of deepfake
technology in cyber
crimes. Deepfakes are
hyper-realistic forgeries
created using artificial
intelligence, making it
difficult to distinguish
between real and ma-

money laundering tac-
tics to stay ahead of
law enforcement ef-
forts. They may use
online gambling plat-
forms,
shell

gitimate
business-
‘es to ob-
scure the
origins of
their funds. These tac-
tics make it challeng-
ing for authorities to
track and prosecute
those involved in cyber

nipulated content.
Cyber criminals could
potentially use deep-
fakes to impersonate
individuals or create
fraudulent videos to
deceive individuals or
organizations.

Moreover, the Internet
of Things (IoT) devices
are becoming more in-
tegrated into daily life,
creating new opportu-
nities for cyber crimi-
nals. These intercon-
nected devices, such as
smart home appliances
and wearable technolo-
gy, can be exploited to

crimes.

Moreover, the global
nature of cyber crimes
and money laundering
poses significant chal-
lenges for international
cooperation and coor-
dination among law
enforcement agencies.
Criminals can exploit
jurisdictional gaps and
differences in regula-
tions to move their il-
licit funds across bor-
ders swiftly, making it
harder for authorities
to apprehend them.

launch cyber attacks
or facilitate money
laundering  schemes.
As the number of IoT
devices continues to
grow, so does the po-
tential attack surface
for cyber criminals.

Fallen prey to
Financial Cyber Fraud?

0 1930

24x7 dedicated Helpline Number
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Video games: A
gateway to

online  money

laundering

Online video games
have become a pop-
ular pastime for
people of all ages.
However, the rise of
the virtual economy
and the increasing
value of in-game
items and curren-
cies ( in-game items
and in-game cur-
rencies) have also
made them a target
for money launder-
ers. Money launder-
ing is the disguise of
proceeds from illegal
activities as legiti-
mate funds, and
criminals use virtu-
al currencies and in
-game items in
online video games
to launder their il-
licit funds. The ano-
nymity and global
reach of the Internet
make it an attrac-
tive option for mon-
ey launderers, as it
allows them to move
money across bor-
ders and through
different  financial
systems with rela-
tive ease.
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What are in-game currencies?

An in-game currency
is a virtual currency
created specifically for
a video game to fuel
its virtual
economy.
This type
of curren-
cy can ei-
ther be
earned in-
game by
winning
challenges
or acquir-
ing new abilities, con-
verted into real funds
or traded between
players.

There are two com-
mon types of in-game
currency: convertible

and non-convertible.
With the more con-
vertible currency, a
player can exchange
real currency
for in-game
currency and
then back
again. Many of
these types of
currencies
have a fluctu-
ating exchange
rate and a spe-
exchange plat-

cific
form. A player can use
this type of currency
to create, sell, or trade
items with other play-
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ers in the game, or to
invest in the game's

virtual properties or
assets. With non-
convertible currency,

a player can exchange
real money bills for in-
game currency, but
not back. This curren-
cy can only be used
within the game to
purchase skins, weap-
ons, or power-ups for
the player's avatar to
personalize their in-
game character, but
cannot be traded with
other players or offi-
cially invested.

Why cybercriminals use the video game industry for money

laundering,

The video game indus-
try, particularly the
market for online mul-
tiplayer games, has
seen a rise in nefari-
ous activity in recent
years due to the lack
of regulation by local
and international or-
ganizations, few to no

customer identifica-
tion rules, ease of
transferring in-game

currency, and crowd-
ed platforms that al-
low criminal transac-
tions to get lost in the
myriad of legitimate
transactions.

For money launderers,

traditional methods of
money laundering
pose higher risks than
in the past as AML
regulations  become
tighter. As a result,
cybercriminals are
looking for new ave-
nues. The video game
industry is one of
those new avenues.
The video game indus-
try poses a money
laundering risk due to
in-game commerce, as
game materials can be
purchased with real
money in some video

games. The key factor
that makes money
laundering  through
online games possible
is that virtual items in
the game sometimes
have real value out-
side the game. These
include, for example,
artifacts that give the
game character addi-

tional powers (e.g.,
swords, armor, and
potions) or

"currencies" that can
be used to purchase
them.
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Examples of money laundering in online games

The use of convertible
and non-convertible
virtual currencies in
the video game indus-
try and the anonymity
offered to players have
created an environ-
ment for criminal ac-
tivity. When purchas-
es are made for the
game in online video
games, users enter
their credit card infor-
mation into the sys-
tem. Criminals can
steal these credit card
details and conduct
money laundering ac-
tivities through these
accounts. In addition,

cybercriminals  typi-
cally log into accounts
without two-factor au-
thentication and use
stolen credit card in-
formation to purchase
in-app money. These
game materials and
purchased currency
can then be sold on
an online marketplace
at a lower price. Game
owners can only find a
solution if they are
aware of this event.

Some common meth-
ods are:

Buying  virtual
currency or in-game
items by illegal means

How are values acquired?

The normal way to
acquire new game val-
ues is to simply play
the game. But the
game is not fast
enough for those who
want to make money
by trading values from
the game. Criminals
have found out that it
is not difficult to gain
access to a computer
and the game wusing
phishing, Trojans or
simply hacking the
PC. Once they gain
access, there are sev-
eral ways criminals
can get game assets.
Basically, it's not diffi-

cult using common
phishing techniques,
such as emails that
entice people to click
on a link that down-
loads malware, gain-
ing access to the play-
er's name and pass-
word. The criminals
discovered that it was
quite easy to take over
a computer in this
way and went one
step further. They re-
fined the malware so
that it also gave ac-
cess to bank and
credit card infor-
mation and even took
over the player's ac-

and then selling them
for profit on third-
party marketplaces.

Using virtual cur-
rency or game items
to purchase real goods
or services, such as
weapons, drugs, or
other illegal items.

Creating multiple
accounts in a game
and wusing them to
transfer virtual cur-
rency or game items
between accounts.

Gambling with vir-
tual currency or game
items in online games.

Creating fake vir-
tual items in a game
and selling them to
other players

cess to the banking
system. After that, the
easiest way to empty
the bank account was
to make large or mul-
tiple purchases. How-
ever, they also discov-
ered that they could
use the account to
transfer illegal funds.
By buying game as-
sets directly from the
account and immedi-
ately reselling them to
an exchange or RTM
(real money trading)
website, they could
make the money vir-
tually untraceable.
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What

is the
Tor
browser
used
for?
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TOR Browser

The- Tor network
originated with re-
search conducted by
the United States
Naval Re-
search Labor-
atory in the
mid-1990s,
which devel-
oped the
foundational
technology
behind onion
routing. The
project later released
its code for public
use, and in 2003 a

publicly accessible
version of the Onion
Routing software—

eventually known as
Tor—became availa-
ble. In 2006, The Tor

Project, a nonprofit
research and educa-
tion  organization,
was established to

the
work’s development
and maintenance.

According to Tor, its

oversee net-

mission is to pro-
mote human rights
and freedoms by
creating and deploy-
ing free, open-source
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tools that enhance
anonymity and pri-
vacy online. The Tor
Browser embodies
this mission by ena-
bling  users to
browse the internet
with a high level of
confidentiality. It

achieves this by
routing traffic
through  multiple

volunteer-run serv-
ers, or nodes, layer-
ing encryption in a
way that resembles
the many layers of
an onion, which
makes tracing user
activity significantly
more difficult.

Despite these priva-

cy-focused inten-
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tions, Tor has be-
come closely associ-
ated with the dark
web, as the anonym-
ity it provides is
sometimes used for
illicit activities.
While the software
itself is legal in
many countries and
was never designed
to facilitate criminal
behavior, some gov-
ernments restrict or
prohibit access to
the network due to
these concerns.

There are several
questions worth
asking about Tor,
including “What
does a Tor browser
do?” and how its
use differs from reg-
ular browsers. The
Tor browser is pri-
marily a way to
browse the web
anonymously. As

such, the main rea-
son it is used is to
avoid surveillance
and ensure privacy
while online. Howev-
er, many people also
use Tor to access
services that regular

browsers cannot
reach, such
as .onion sites

which only function

How does a Tor browser work?

In its simplest form,
a Tor browser use
onion routing to di-
rect and encrypt all
traffic, offering users
a high level of ano-
nymity. The network
transmits traffic
through three layers
of international net-

work nodes called
onion routers:
e Entry nodes,

which form the
first layer of en-
cryption and ena-
ble the connec-
tion to the Tor
network.

® A series of middle

on the onion net-
work, such as Duck-
DuckGo, a privacy-
enhanced search
engine, which offers
a .onion version of
its search engine,
which doesn't track
user data, providing
a  more private
search experience.

nodes fully en-
crypt web traffic
to ensure ano-
nymity.

Exit nodes, which
further encrypt
data before it
reaches the final
server.

Because onion rout-

In addition, because
Tor is closely linked
with the dark web,
some users use this
for particular types
of research, and also
to carry out illegal
activities.

ing effectively en-
crypts and relays da-
ta through multiple
network layers, the
Tor browser is highly
effective at protecting
user data and con-

cealing IP addresses.
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Benefits of a Tor browser

The Tor browser does have several advantages, which is why some internet users can benefit from us-
ing it. However, not all of these will be relevant to regular internet users. Here are some of the main
reasons why some users choose to use a Tor onion browser:

e The browser is a free, open-source program
e [P addresses and browsing history are masked

e Enjoy heightened network security because the Tor browser operates on secure, encrypted net-
works

e Easy access to non-indexed pages, especially through search engines.

Disadvantages of a Tor browser

Aside from security concerns and wondering “is the Tor browser safe,” there are some other potential
disadvantages of using this software. Below are a few things to keep in mind before deciding to use the
Tor onion browser.

e Because of the way it routes traffic, Tor connections are very slow, especially when compared to
VPNs, and downloading large files is not practical.

e Activity may not be completely anonymous, and it is possible to decrypt a user’s identity

e Some countries and companies can block the Tor browser, and its usage can even be illegal in cer-
tain countries.

e The use of this browser can be suspicious, even if it is legal
e Not all websites function on Tor.

How to stay safe while using the Tor browser

Many users wonder “How to stay safe while using the Tor browser?” and this is indeed a fair question.
As with anything else online, there is an inherent risk with using a Tor browser. However, users can
take steps to mitigate these and be mindful of their online activities. Here are a few tips for safely us-
ing the Tor browser:

e Ensure that the Tor browser and any associated apps or extensions are always up to date.
Use the Tor browser in conjunction with a VPN.

Employ a firewall to protect the computer’s network.

Use antivirus software.

Avoid logging into personal accounts, such as social media profiles or emails.

Use the Tor browser randomly, so that it is hard to create identifiable patterns.

Use the highest level of security available on the chosen Tor browser, so that it executes the least
amount of browser code and helps protect devices from malware.

e Use an extension that protects your privacy and only accesses secure HTTPS websites, such as
extensions that will automatically rewrite a URL to use HTTPS instead of HTTP.

DoT introduces new cybersecurity rules to combat cyber fraud

The Department of Telecommunications (DoT) has finalized new cybersecurity rules for the tech
and telecom sectors, including major operators such as Airtel, BSNL, Jio, and Vi. These regulations
aim to address the rapidly rising cases of cyber fraud. A central feature of the new framework is the
Mobile Number Validation (MNV) platform, developed by the DoT to verify whether a mobile number
is correctly linked to its user as per the telecom operators’ KYC records. This platform will enable
banks, financial institutions, and insurance companies to authenticate a customer's mobile number
during account opening, strengthening safeguards against fraud. By allowing secure, direct verifica-
tion of phone numbers between financial institutions and telecom operators, the MNV platform fills a
critical security gap and plays a key role in preventing cybercrime.
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Stuxnet

Stuxnet is a highly so-

phisticated computer
worm that became
widely known in 2010.
It exploited previously-
unknown  Windows
zero-day vulnerabilities
to infect target systems
and spread to other
systems. Stuxnet was
mainly targeted at the
centrifuges of Iran’s
uranium enrichment
facilities, with the in-
tention of covertly de-
railing Iran’s then-
emerging nuclear pro-
gram. However, Stux-
net was modified over

time to enable it to tar-
get other infrastruc-
ture such as gas pipes,
power plants, and wa-
ter treatment plants.

Whilst Stuxnet made

global headlines in
2010, it’s believed that
development on it be-
gan in 2005. It is con-
sidered the world’s
first cyber weapon and
for that reason, gener-
ated significant media
attention. Reportedly,
the worm destroyed
almost  one-fifth of

Who created Stuxnet?

Whilst no-one officially
claimed responsibility
for Stuxnet, it is widely
accepted that it was a
joint creation between
the intelligence agen-
cies of the US and Is-
rael. Reportedly, the
classified program to
develop the worm was
code-named ‘Olympic
Games’ which began

under President
George W Bush and
then continued under
President Obama. The
program’s  objective
was to derail or at
least delay Iran’s
emerging nuclear pro-
gram.

Initially, agents plant-
ed the Stuxnet mal-
ware in four engineer-

Is Stuxnet a virus?

Stuxnet is often re-
ferred to as a virus but
in fact, it is a comput-
er worm. Although vi-
ruses and worms are
both types of malware,
worms are more So-
phisticated  because
they don’t require hu-
man interaction to ac-
tivate — instead, they
can  self-propagate
once they have entered

a system.

Besides deleting data,
a computer worm can
overload
consume bandwidth,
open a backdoor, di-
minish  hard drive
space, and deliver oth-
er dangerous malware
like rootkits, spyware,
and ransomware.

networks, -

STUANET

Iran’s nuclear centri-

fuges, infected over
200,000 computers,
and caused 1,000 ma-
chines to physically
degrade.

ing firms associated

with Natanz - a key
location in Iran for its
nuclear program - re-
lying on careless use of
USB thumb drives to
transport the attack

within the facility.

B
AN

“tpmd o o T

WhatsApp
Screen Mirror-
ing Fraud

In this type of scam,
fraudsters trick a
person into enabling
screen-sharing  via
WhatsApp. This way,
the fraudsters gain
access to the per-
son’s sensitive infor-
mation such as
OTPs, bank details,
passwords, personal
messages, etc. As a
result, the person
can fall prey to fi-
nancial losses, ac-
count takeovers and
even identify theft.

How to stay
Safe?
Verify the caller’s

identity through offi-
cial channels before

engaging.

Avoid screen-sharing
unless  absolutely
necessary and only
with trusted con-
tacts.

Enable two-factor

authentication on all
financial and mes-

saging apps.
Keep your phone’s
operating system

and apps updated to
close security gaps.
Notify your bank to
freeze or secure your
accounts.
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Why is Stuxnet so famous?

Stuxnet generated extensive media interest and was the subject of documentaries and books. To this
day, it remains one of the most advanced malware attacks in history. Stuxnet was significant for a
number of reasons:

o It was the world’s first digital weapon. Rather than just hijacking targeted computers or stealing
information from them, Stuxnet escaped the digital realm to wreak physical destruction on equip-
ment the computers controlled. It set a precedent that attacking another country’s infrastructure
through malware was possible.

. It was created at nation state level, and while Stuxnet was not the first cyberwar attack in histo-
ry, it was considered the most sophisticated at the time.
. It was highly effective: Stuxnet reportedly ruined almost one-fifth of Iran's nuclear centrifuges.

Targeting industrial control systems, the worm infected over 200,000 computers and caused
1,000 machines to physically degrade.

o It used four different zero-day vulnerabilities to spread, which was very unusual in 2010 and is
still uncommon today. Among those exploits was one so dangerous that it simply required having
an icon visible on the screen — no interaction was necessary.

. Stuxnet highlighted the fact that air-gapped networks can be breached — in this case, via infected
USB drives. Once Stuxnet was on a system, it spread rapidly, searching out computers with con-
trol over Siemens software and PLCs.

Cybersecurity for industrial/organizational networks

In the real world, advanced nation state attacks like Stuxnet are rare compared to common, opportunis-
tic disruptions caused by things like ransomware. But Stuxnet highlights the importance of cyber secu-
rity for any organization. Whether it’s ransomware, computer worms,

phishing, business email compromise (BEC), or other cyber threats, Ly
steps you can take to protect your organization include:

1. Apply a strict Bring Your Own Device (BYOD) policy that pre-
vents employees and contractors from introducing potential
threats onto your network.

2. Implement a strong and technically-enforced password policy

with two-factor authentication that hinders brute force attacks
and prevents stolen passwords from becoming threat vectors.

3. Secure computers and networks with the latest patches. Keep-
ing up-to-date will ensure you benefit from the latest security
fixes.
4. Apply easy backup and restore at every level to minimize dis-
ruption, especially for critical systems.
5. Constantly monitor processors and servers for anomalies.
6. Ensure all your devices are protected by comprehensive antivirus. A good antivirus will work 24/7

to protect you against hackers and the latest viruses, ransomware, and spyware.

Password change email from ‘rnicrosoft.com’ is a phishing scam

Heads up! There’s a new phishing scheme targeting Microsoft users with fake password reset emails.
Scammers have set up a website similar to Microsoft's, using 'rnicrosoft.com' to lure you in. This could
lead to serious security breaches for your account. Make it a habit to scrutinize email addresses and
links closely. For password resets, go straight to the Microsoft homepage.
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Bank Drop

A bank drop refers to a
bank account controlled
by a criminal, used as a
pivot in financial system
conceived to launder
illicit gains. It is either
created through fake
credentials or stolen to
an unsuspecting victim.
In some cases, money
mules can also be used.
A bank drop is essential
in money laundering
schemes, as it is often

used to legitimize and
conceal the proceeds of
illegal activities. It can
support cybercriminals
engaged in layering and
structuring activities, as
part of their money
laundering process. Fi-
nancial systems are now
strongly monitored
against money launder-
ing activities. Therefore,
elaborated financial
structures are developed
to wash out the pro-
ceedings of their activi-
ties.

In the very beginning,
bank drops involved
physical manipulation,
such as forgery. With
the rise of Internet, cy-
bercriminals  shifted
gear and were able to
carry their operations

How do bank drops work

remotely. Although
there are plenty of
methods to obtain one,
more advanced tech-
niques such as breach-
ing into banks’ infor-
mation systems or spear
phishing made their ap-
pearance. Automation
bank drops’ networks
also allowed organized
crime to streamline their
financial operations.

As cybercriminals con-
tinue to exploit the digi-
tal landscape, the con-
nection between bank
drops and cybercrime is
very intricated. Because
digitization and automa-
tion made a huge im-
pact on financial sys-
tems, cybercrime also
took the opportunity to
become more sophisti-

Bank drops usually follow a series of coordinated steps:
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cated electronically.
Moreover, cyber-enabled
crime now represents an
increasing part of the
puzzle. Ransomware is
now a looming threat
over companies, and
individuals face waves
after waves of phishing
attacks and account
takeovers.

Alongside bank drops,
cybercriminals have also
evolved in their money
laundering techniques.
They now operate com-
plex schemes involving
shell companies, count-
less accounts and inter-
national transfers to
obfuscate the origin of
their illicit funds.

o Credential collection: At first, the cybercriminal will usually gather identity information to cre-
ate a bank drop, either by stealing or purchasing someone’s credentials or even creating a syn-
thetic identity. To make it legitimate, it may also create a comprehensive ecosystem with an email
address, burner phone, and IP address to replicate the victim’s environment;

J Selecting a bank: Once the identity is well-crafted, the cybercriminal will find an appropriate
bank to open an account. It may leverage a money mule to do it on his behalf and further protect
itself from detection. The bank selected would have preferably weaker controls over identity infor-

mation;

. Legitimizing the account: After the account is opened, few legitimate transactions will be con-
ducted to give it a clean state, and avoid raising any red flags;
. Operating the bank drop: If all goes well, the bank drop will then be used to receive the money
from illicit activities. This will be combined with money laundering techniques to distance the
funds from their illegal origins;
. Withdrawing the funds: Finally, after the funds have been laundered or moved to different ac-
counts, the perpetrators proceed to withdraw the money as cash, transfer it to offshore accounts,
or utilize it for personal gain. This step aims to obscure the trail and make it challenging for au-
thorities to link the funds back to the initial illegal activities.
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https://www.idnow.io/glossary/layering-in-money-laundering/
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https://www.idnow.io/glossary/money-laundering/
https://www.fortinet.com/resources/cyberglossary/ransomware-statistics
https://www.fortinet.com/resources/cyberglossary/ransomware-statistics
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Why bank drops are so nefarious?

Even though bank drop
aids and abets the mon-
ey laundering of crimi-
nal activities, it is also
the result of other
crimes such as imper-
sonation, identity theft,
or penetration of infor-
mation systems. Since
bank drops often serve
as a gateway to other

through them may be
used to finance and fa-
cilitate additional illegal
operations, such as
drug trafficking or ter-
rorism.

Given the bank drop’s
key role in money laun-
dering schemes, it can
cause tremendous dam-
age and deeply under-

other hand, banks that
fail to prevent those ac-
tivities may face im-
portant fines from regu-
lators, but also adminis-
trative sanctions.

Victims of identity theft
can also suffer the con-
sequences of bank
drops and put them at

Page 2

ditional illegal activities.
As it also relies on the
recruitment of money
mules, lured by promis-
es of easy money, bank
drops can put them at
risk of becoming accom-
plices to criminal activi-
ties.

risk as their identity can
be used to conduct ad-

mine the trust in finan-
cial institutions. On the

criminal activities,
funds laundered

What measures can be taken to tackle bank drops

Given the severe consequences of bank drops, comprehensive for the civil
society as a whole, measures to tackle it are necessary. While everybody can [
play a role from law enforcement to individuals, financial institutions are 2=
the key players in combatting bank drops. As technological advancements |
are now allowing cybercriminals to automate the creation of bank drops,
financial institutions need to implement different measures to mitigate this
risk:

o Raise awareness among employees and customers: Employees are
sometimes the first line of defense. Training employees to detect such
threats, but also raising awareness among customers can prove to be
powerful to detect and limit bank drops;

. Ask for customer information: Thorough checks make for full-proof financial environments.
When in doubt, operators should always ask for more information, to determine origin of funds
or customer’s identity;

o Establish risk-based transaction monitoring systems: Detecting suspicious transactions is
essential to identify bank drops. Between behavioral analysis using algorithms to analyze pat-
terns, deviations alerts and risk scores, robust transaction monitoring system can prove as a
useful ally against bank drops;

. Implement comprehensive anti-money laundering (AML) programs: By developing adequate
deterrence policies based on customer account usage, enforcing strong due diligence processes
to obtain relevant information on the customer, a comprehensive AML program not only allow
financial institutions to comply with current regulations, but also empowers them against multi-
ple threats;

. Cyber security measures: Enforcing robust two-factor authentication (2FA), but also imple-
menting advanced threat detection can boost how financial institutions deter bank drops.

Prevention of Cybercrime
piaL 1930 For

. Always avoid sending any photograph online particularly to ONLINE FINANCIAL FRAUD
strangers and chat friends as there have been incidents of misuse e . S L
s ~_ Az
of the photographs. L -
o /

. To prevent cyber stalking avoid disclosing any information per-
taining to one self. This is as good as disclosing your identity to
strangers in public places.

. Never send your credit card number to any site that is not se-

cured, to guard against frauds. POt A /O rrR CRIMNE T

WWW. CYBERCRIME.GOV.IN
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Harvest Now Decrypt Later Attack

We have entered a new
era in cybersecurity,
and concerns that
seemed settled long ago
now loom large. Previ-
ously effective cryptog-
raphy practices, in par-
ticular, will no longer
provide the same level of
reassurance they once
did. It's time for enter-
prises to up their cyber-
security game—and this
means acknowledging
(and addressing) shifts
in cryptography best
practices.

Many sophisticated at-
tacks now leave even
seemingly well-protected
websites and organiza-
tions at risk. Among the

most worrisome? The
harvest now, decrypt
later (HNDL) strategy.
Also referred to as har-
vest and decrypt, this is
the purview of patient
cybercriminals, who are
willing to wait as long as
it takes for quantum
computing to shake up
the cryptography scene

Also referred to as
"retrospective  decryp-
tion" or "store now, de-
crypt later,” HNDL in-
volves a unique ap-
proach to cybercrime:
threat actors seek cur-
rently encrypted data,
even if they are unable
to access it yet.

From there, sophisticat-

ed cybercriminals §
can bide their
time until quan-
tum computing &
tactics  become
readily available.
This is the ulti-
mate form  of
playing the long
game, and at-
tackers anticipate
that it will pay
off.

Once quantum compu-
ting enters the picture,
previously effective en-
cryption algorithms will
no longer keep the
stored data these cyber-
criminals collected safe.
Unfortunately, quantum

computers will have the
power to break widely
used encryption algo-

rithms like Rivest-
Shamir-Adleman (RSA)
and Elliptic Curve Cryp-
tography (ECC).

How the harvest now, decrypt later attack works

The central strategy of harvest now, decrypt later is simple: gather as much data as possible and pre-

pare to decrypt it in the future. This is a purpose-driven strategy, and cybercriminals are far from

haphazard in their efforts; they go to great lengths to ensure that they can access information that will

be easiest to leverage and that will cause the most damage once decrypted.

Data harvest stage

It’s widely accepted that we are already in the midst of the data harvest stage, as many sophisticated

attackers are well aware of the upcoming availability of quantum computing and eager to leverage en-

hanced computing power as soon as possible. Threat actors are preparing right now, and potential

victims should be as well. Critical components of data harvesting include:
o Identifying targets. This strategy begins with the careful selection of targets. Typically, threat
actors focus on data that will remain relevant over time. This could include anything from person-
al data (such as financial information) to intellectual property. A lot depends on how the cyber-
criminals intend to use that information once decrypted. Adversaries may also examine encryption
strength, targeting data if it's thought likely to become vulnerable in the next few years. Cyber-
criminals tend to seek out vast quantities of data, with the assumption that at least some of it will
prove useful later on.
e Capturing encrypted data. Once targets have been identified and thoroughly researched, the
next step involves obtaining the desired data. Yes, it may be encrypted at this point, but that will
not stop threat actors from seeking access. Through numerous attack mechanisms, cybercrimi-
nals can pinpoint vulnerabilities, breach servers or databases, and capture data without initially
decrypting it.
e Monitoring. The 'harvest' portion of HNDL attacks may not necessarily represent a one-time
pursuit. If vulnerabilities are detected, threat actors may monitor these over time and continue to
capture data as it becomes available. Those targeted may never realize that they are being moni-
tored and their data is being harvested.


https://www.sectigo.com/root-causes/root-causes-256-what-is-harvest-and-decrypt
https://www.sectigo.com/root-causes/root-causes-256-what-is-harvest-and-decrypt
https://www.sectigo.com/blog/rsa-vs-dsa-vs-ecc-encryption
https://www.sectigo.com/blog/rsa-vs-dsa-vs-ecc-encryption
https://www.sectigo.com/blog/rsa-vs-dsa-vs-ecc-encryption
https://www.sectigo.com/blog/rsa-vs-dsa-vs-ecc-encryption
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Data storage and man-
agement

After obtaining encrypt-
ed data, cybercriminals
enter an uncertain stage
that could potentially
last several years: stor-
ing and managing a
wealth of illicitly ob-
tained information.
Many rely on cloud stor-
age and fraudulent ac-
counts, although some
may look to physical
storage solutions for en-
hanced security and ob-

fuscation.

Techniques such as
fragmentation or mis-
naming of files may

The importance of

The
closer than most people
think; experts anticipate
that by 2030 conven-
tional asymmetric cryp-

quantum age is

make it more difficult to
detect bad actors. Over
time, these cybercrimi-
nals will continue to ver-
ify that harvested data
remains accessible (only
to them, of course) and
that it is properly con-
cealed. They may also
take steps to limit the
risk of data loss or obso-
lescence.

Future decryption with
quantum computers

While quantum compu-
ting is not yet available,
all signs indicate that
this will soon change.
When this unmatched
computing power is un-

leashed, bad actors—
who have patiently wait-
ed for years—will have
the ability to decrypt
previously protected da-
ta. At this point, they
will be able to break al-
gorithms such as RSA
and ECC.

This devastating final
stage will begin with
gaining access to quan-
tum computing re-
sources and then cen-
tralizing data, which
may have been stored in
numerous locations
through the years. From
there, the strongest
quantum  algorithms

addressing this type of threat now

tography will no longer

§ provide sufficient pro-

tection. This is only a

i few short years away,

and already threat ac-
tors could potentially be
gathering sensitive data
to be used for ill pur-
poses later on.

With threats such as
HNDL coming to light, it
is increasingly clear that
quantum concerns need
to be addressed as soon

as possible. The term
"quantum threat" de-
scribes the urgency that
this situation requires—
and wunderscores that,
although quantum com-
puting could present
some unique opportuni-
ties, we cannot fully re-
alize them unless we
promptly address the
accompanying security
concerns.

Developing and imple-

Banking Cybersecurity: Investment, Not Expense

For now, one shouldn't
think of cybersecurity in
banking as an expense.
It's an investment in cli-
ent trust, in reputation,

in preserving assets.
One successful attack
can cost more than

years of spending on
security.

Page 2

The trends of 2025 show
that protection must be
built in at all levels.
From technology to pro-
cesses, from people to
organizational culture.
It's not a simple path,
but it's the right one.

Banks that take cyber-
security in banking seri-

ously, that invest in
technology, train people,
and constantly adapt to
new threats, will be
leaders in both resili-
ence and client trust.
This will be the most
important competitive
advantage of the next
decade.

(capable of breaking the
most powerful encryp-
tion schemes) can be
applied.

Key discovery will play
heavily into this stage
and could leave targeted
organizations at risk.
Following successful de-
cryption, cybercriminals
may have access to
passwords, financial in-
formation, and other
sensitive data that can
be wused for malicious
purposes.

menting a strong post-
quantum  framework
(including quantum-
resistant algorithms)
takes years, and alt-
hough the field has
made great progress in
recent years, most or-
ganizations remain far
from sufficiently pro-
tected.

The future of the bank-
ing system depends not
on one-time solutions,
but on constant, deliber-
ate readiness. And the
time to start has come
long ago.
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E-Challan Scams

his is a new

cyber fraud

where scammers

pose as traffic
authority and make peo-
ple download a fake app
for paying challans. This
app is actually malware
that steals sensitive infor-
mation from mobile like
SMS, banking apps, OTP
and passwords.

n this scam, cyber
criminals pose as
traffic police or gov-
ernment agency offi-
cials and send fake chal-
lan messages through
WhatsApp, SMS or email.

It states that your vehicle
has violated traffic rules
and you need to pay a

fine. Along with this, an - "

APK file (like e-
parivahan.apk) or link is
provided, which claims to
install this app to view
challan details or make

payment.
hen the us-

er down-
loads this
file and in-
stalls the app, it requests
access to sensitive infor-
mation from the phone
such as SMS, contacts,
banking apps, passwords

-

o

Your Challan Nois
3893040949490303 for
PBO3CAOXXX having total challan
amount as Rs. 500. For online
payment of challan visit:
https://echallanparivahan.in/

you can also contact RTO office for
disposal of challan. Regards, RTO

4!
Today 11 5j

and OTPs. Once this ac-
cess is granted, scam-
mers steal money from
accounts through mobile
banking or UPI.

How to differentiate between real and fake e-challan messages?

Real challan messages
come from government's
official SMS IDs (like VK-
MORTH, CH-TRAFF etc.)
and do not mention any
APK files or suspicious
links. For genuine challan

information, you need to
visit government websites
like https://
echallan.parivahan.gov.in
and enter RC number or
driving license number.

Whereas fake challan

messages contain fear-
inducing language and
pressure to download APK
files or click on links.




What precautions should be taken to avoid such fake apps ?

Scammers take advantage of
fear and urgency to make users e
make mistakes. You can protect
yourself from such fraud by fol-
lowing the measures given be-

low. °

. Never install any app from
an APK file.

. Do not click on any link

message.
When you receive a chal-
lan message, first check it
on the official government
website.

Before downloading any
app, check the app devel-
oper’s details and ratings
on the playstore.

carefully before clicking on
any link.

Keep your banking SMS
and UPI apps secured
with an app lock.

If in doubt, verify on the
official website of the traf-
fic police.

provided in the challan e Always verify the URL

Can antivirus or security apps stop such fake apps?

Some mobile security apps do scan APK files and give warnings, but they don't guarantee 100% se-
curity. The best approach is to download apps only from Google Play Store or Apple App Store. Also,
never install APK files received through messages or websites.

: tndian
Ky 3 (( ey Gyber
MINISTRY OF : ‘ =—*Crime_
HOME AFFAIRS  : Coordination
- :

- Centre

Your Challan No is 3489157841xxxx for

xx08xx8182 having total ch_allan
amount as Rs. 500. For online payment

of challan visit:

https:llechallanparivahan.inI
you can also contact RTO office for
disposal of challan.

Regards,
RTO

ORIGINAL LINK
https://echallan.parivahan.gov.in/

If you recieve a link for traffic challan, don’t
click these links.

As clicking upon these links for payment,
fradsters can hack your bank account.

FOR ANY CYBER CRIME COMPLAINT REPORT TO: https://cybercrime.gov.in

@Fou.owuson: 00060

In case of online financial fraud DIAL 1930
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Small URL
Changes, Big
Cybersecurity
Impacts

Understanding
URL poisoning and
its implications is
crucial for main-
taining a secure
online environ-
ment. By address-
ing vulnerabilities,
businesses can
protect their data,
reputation, and
customers from
the damaging ef-
fects of URL ma-
nipulation

DON'T TRUST

FVERYTHING W
Y0U SEE IN SEARCH
o

Hackers manipulate
search rankings to show [{j AA
Fake Websites I-—-

Always
—_check the

“\URL.
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URL Poisoning

In today’s hostile Inter-
net, URL poisoning
poses a  significant
threat to web wusers,
their computers, and
their data. This mali-
cious technique—also
known as URL manipu-
lation attack, URL redi-
rection attack, or URL
interpretation attack—
allows attackers to de-
ceive users to the true
destination of a URL by
altering that URL to
redirect them to harm-
ful websites. By under-
standing how URL poi-
soning works, its im-
pact on businesses,
and preventive
measures, you can
safeguard yourself and
your user population
against a wide variety

of impacts.

Most URLs are human-
readable because they
begin with a fully-
qualified domain name
(FQDN) such as
“search.google.com.”
Even to an inexperi-
enced reader, this
FQDN is mostly under-
standable as being the
Google search page. As
such, we might ignore
the rest of the URL and
simply trust it based on
the domain or FQDN.
URL poisoning is a
cyberattack method
where attackers modify
URLs to manipulate
user behaviour or ac-
cess unauthorized re-
sources. By changing
parameters, fragments,
or domain names, at-
tackers can redirect
users to phishing sites,
install malware, or

How Does URL Poisoning Happen?

URL poisoning often
begins with attackers
identifying vulnerabili-
ties or predictable pat-
terns within web appli-
cations. By exploiting
these weaknesses, at-
tackers can modify URL
parameters to bypass
security mechanisms or
inject malicious code.

For instance, if a URL
carries user data or
session information as

part of its structure,

altering these details
might grant unauthor-
ized access to service
areas or confidential
data. Attackers may
employ social engineer-
ing tactics, sending
doctored links under
the guise of trusted
sources. This manipu-
lation may include al-
tering path segments,
query strings, or ex-
ploiting poorly config-

sensitive infor-

steal
mation. This technique
exploits the trust users
place in familiar web

addresses, making it
difficult to detect and
prevent.

A variation of URL poi-

soning is search engine
poisoning, or SEO poi-
soning. Cybercriminals
optimize their malware-
laden pages to get them
to the top of search en-
gine results where us-
ers can only see the
beginning of the URL
and not the query
strings.

ured URL shorteners,
making their malicious
intent hidden or seem-
ingly benign.
Techniques such as
URL encoding or obfus-
cation tools might also
be used to disguise the
true nature of the
changes, leaving users
unaware of the impend-
ing danger.

Contd...
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How URL
Poisoning
Impacts Your
Business

URL poisoning via
phishing inside
email, SMS, or other
messaging
application is
frequently used as
the initial exploit to
gain access inside of
attack

campaign. As such,

a larger

it can lead to severe
consequences for
businesses. It
compromises  user
trust,
brand

and

damages
reputation,
exposes
sensitive
information.
Customers may fall
victim to phishing
attacks, leading to
financial losses and
theft.

Furthermore,

identity

businesses may face
legal repercussions
and regulatory fines
for failing to protect
data. The

financial and

user

reputational damage
by
compromises  that
are aided by URL
poisoning

caused

can be

devastating,

underscoring  the
need for proactive
measures.

Without proper aware-
ness and defense mech-
anisms, businesses and
individuals are left vul-
nerable to the myriad
threats URL poisoning
introduces.

URL shortening services
are widely used and
very popular. Users can
submit a URL and re-
ceive a shorter version
that is easier to share
in messaging applica-
tions. However, they
use URL poisoning by
design. When someone
clicks on the shortened
URL, the service redi-
rects them to the origi-

URL redirection attacks
can also be a form of
URL poisoning. Some-
times, web applications
are built as a redirect
URL to collect user met-
rics with the real desti-

Examples of URL Poisoning

nal destination. Howev-
er, recipients cannot
determine the final des-
tination from the short-
ened URL alone, which
can allow malicious
URLSs to be concealed.

In a different scenario,
an attacker registers a
domain that closely re-
sembles a well-known

Preventing URL Poisoning

Preventing URL poison-
ing involves a compre-

hensive approach to
web and messaging se-
curity.

Implementing Protective
DNS (Domain Name
System) is a robust
strategy to safeguard

against URL poisoning
to protect endpoints
such as desktops, lap-
tops, and mobile devic-
es. Protective DNS
helps mitigate threats
by filtering out mali-
cious domains and pre-
venting users from in-
advertently connecting
to harmful websites.

_

This is accomplished by
monitoring DNS queries
and applying security
policies in real-time,
thereby thwarting ac-
cess to potentially dan-
gerous sites before any
damage can occur.

It is essential to imple-
ment strong input vali-
dation and output en-
coding practices in web
applications to ensure
that URLs and the in-
puts inside of them are
properly sanitized and
cannot be altered or
used in redirects. This
reduces the risk that
your web applications

nation in a query string
field. The user is then
redirected on to the real
destination. This is very

common in marketing
campaigns.

website. They then de-
sign a URL that appears
authentic but directs
unsuspecting users to a
phishing page. By alter-
ing parameters, such as
usernames or account
numbers in URLs, at-
tackers can access con-
fidential user data or
administrative controls.

could be used in URL
poisoning attacks.
Educating employees
and users on the risks
associated with URL
manipulation is also
vital. Encouraging vigi-
lance when interacting
with unfamiliar URLs or
operating system
popups can prevent po-
tential threats.
By employing
strategies, organiza-
tions can significantly
reduce the risk of URL

poisoning

these
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CAPTCHA

A CAPTCHA test is de-
signed to determine if
an online user is really
a human and not a bot.
CAPTCHA is an acro-
nym that stands for
"Completely Automat-
ed Public Turing test
to tell Computers and
Humans Apart.” Users
often encounter CAP-
TCHA and reCAPTCHA
tests on the Internet.
Such tests are one way
of managing bot activi-
ty, although the ap-
proach has its draw-
backs.

Although  CAPTCHAs
are designed to block

automated bots, CAP-

CAPTCHA ATTACK

Fake CAPTCHA attacks
often begin with decep-
tive emails containing

TCHAs are themselves
automated. They're
programmed to pop up
in certain places on a
website,

ed so that bots are not
likely to be able to
identify them. To pass
the test, users have to
inter-

and they | Bl pret
automati- | Tocontinue, type the characters you see inthepictwre. Why? | t h e
cally pass dis -
or fail us- Vb} ‘\_\BF—/S torted
ers. & Y B’ L~ text,
Classic The picture containg 8 characters. type
C AP - t h e
TCHAs, charac!ers:[ l correct
which are letters
still in use into a

on some web properties
today, involve asking
users to identify letters.
The letters are distort-

malicious links, mis-
leading social media
ads leading to fraudu-

Verify You Are Human

Please verify that you are a human to continue.

| I'm not a robot

%

Privacy  Terns

Socially engineered

The attack leverages
our inherent trust in
CAPTCHA challenges,
exploiting the wide-
spread assumption

that CAPTCHAs are a
security measure de-
signed to protect us.
This familiarity can
lead people to let their

form field, and submit
the form. If the letters
don't match, users are
prompted to try again.

lent websites, compro-
mised links on legiti-
mate sites, or manipu-
lated search engine re-
sults, and then the us-
er is presented with a
CAPTCHA, such as the
one below.

Once users engage with
the fake CAPTCHA,
they may be prompted
to copy and paste com-

mands that seem
guard down, blindly
following instructions

without critically evalu-
ating the situation. At-
tackers also use tricks

Date: 16-02-2026

Such tests are common
in login forms, account
signup forms, online
polls, and e-commerce
checkout pages.

The idea is that a com-
puter program such as
a bot will be unable to
interpret the distorted
letters, while a human
being, who is used to
seeing and interpreting
letters in all kinds of

contexts — different
fonts, different hand-
writings, etc. - will

usually be able to iden-
tify them.

harmless, but these
can utilize PowerShell
to run scripts in the
background and exe-
cute malicious code,
compromising  their
systems. Awareness of
these tactics is vital for
maintaining online se-
curity and avoiding
these sophisticated at-
tacks.

like adding harmless-
looking text at the start
of the command to hide
the real code that does
the damage



https://www.cloudflare.com/learning/bots/what-is-a-bot/
https://www.cloudflare.com/learning/bots/how-captchas-work/#turing-test
https://www.cloudflare.com/learning/bots/what-is-bot-management/
https://www.cloudflare.com/learning/bots/what-is-bot-management/

How to Spot Fake CAPTCHA

This is the classic CAP-
TCHA widget you've
probably checked hun-
dreds of times. But be-
ware — a fake version
may look identical. At
first glance, the fake
CAPTCHA may look
identical to the real
thing, and you’ll be

Complete these

Verification Steps

To better prove you are not a robot, please:
1. Press & hold the Windows Key ® + R
2. In the verification window, press Ctrl + V.
3. Press Enter on your keyboard to finish

You will observe and agree
I = 0ot a robot aplche Verification

Perform the steps above to
finish verification

Fig.1

VERIFY

asked to check a box
and confirm you’re not
a robot, just like you
would with a legitimate
CAPTCHA. But once
you click through, in-
stead of being present-
ed with a challenge like
identifying  distorted
text or selecting imag-
es, youll be in-
structed to copy
and paste a com-
mand into the
Run dialog or a
Command termi-
nal; That’s when
you know you’re
dealing with a
fake, as shown in
fig.1.

Legitimate CAP-
TCHAs will never
ask you to copy
and paste com-

Key Takeaways

Here are some ways to protect yourself:
. Be aware of the Fake CAPTCHA technique: Fake CAPTCHAs exploit trust of a familiar inter-

mands, and if you do,
you’ll be executing a
harmful command that
could compromise your
machine’s  security.
The fake CAPTCHA
wants to appear legiti-
mate by showing you a
preview of the com-
mand that you are be-
ing instructed to copy
and paste, but this is a
ruse. The real com-
mand being executed is
obfuscated and is actu-
ally malicious, and
may be hidden from
view out-

be a harmless verifica-
tion ID).

As seen in fig.2, if the
user pastes the com-
mand into the Run dia-
log and clicks OK, the
malicious command is
executed, potentially
allowing attackers to
access and control the
user’s system, install
malware, or steal sen-
sitive information, of-
ten without the user’s

knowledge or visible

indication of compro-
mise .

side of the [ = aun x
text  field | o mymemenumeorsprogam ot documen ormeme
(as seen in

. Open: |2 " am not a robot - reCAPTCHA Verification ID: 83707
fig. 2,
Where the Cancel Browse...
command
appears to Fig. 2

face.

. Never copy and paste commands from a website. Legitimate verification processes will never
ask you to run code on your computer.

. Be wary of prompts to open Run or PowerShell: These are not normal actions for everyday

tasks, and could be a sign of a security threat.

What To Do If You’re Affected

If you think you may have followed these steps and pasted a malicious command:

1. Disconnect from the internet: Immediately disconnect your device from the internet to prevent
further communication with the attacker’s server.

2. Do not continue using the device until it has been checked by your departmental IT staff.

3. Notify your departmental IT staff or contact IT Helpdesk to report the incident. Provide as
much detail as you can about what happened.
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Claude Code

Security

Claude Code Secu-
rity is an Al-
assisted vulnera-
bility = detection
system embedded
within Claude
Code, an Al pro-
gramming  assis-
tant developed by
Anthropic. The
core idea is to use
Al reasoning ra-
ther than tradi-
tional pattern
matching to scan
codebases and
surface  potential
security flaws that
could be exploited
in software appli-
cations.
Unlike convention-
al static analysis
or signature-based
scanners that look
for known patterns
of insecure code,
Claude Code Secu-
rity uses large lan-
guage models to
reason about how
data flows through
a codebase and
how different parts
of a program inter-
act. This can help
in identifying more
complex issues
such as logic er-
rors, insecure data
handling and con-
figuration  weak-
nesses
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Al Based-Biometric Scam

new tactic by
cybercriminals

has emerged

where  fraud-
sters are targeting not
only financial assets but
also citizens’ biometric
identity data. Experts
have warned that Al-
based biometric scams
are spreading rapidly,
with criminals attempt-
ing to steal sensitive
identity information
such as facial and voice
data.
Fraudsters often ap-
proach people in crowd-
ed public places such as
malls, metro stations, or
markets. They may pre-
tend to need help and
request mobile phones
under the pretext of
checking pension status,
government benefits, or
technical settings in an
app. During such inter-
actions, the victim’s
photograph, voice, or
other biometric data
may be secretly record-
ed.
In some cases, criminals
may use video calls or
screen recording tech-

niques to capture bio-
metric information. If a
person unknowingly
grants camera or micro-
phone permissions, bio-
metric data can be sto-

' len within seconds.

The stolen biometric da-
ta can be used to create
Al-generated fake identi-
ties. Criminals may con-
duct social engineering
attacks and attempt to
bypass verification sys-
tems by generating syn-
thetic voice or facial imi-
tations. Such misuse of
technology is increasing-
ly associated with finan-
cial fraud and identity
theft.

Security experts advise
citizens not to hand over
their mobile phones to
unknown persons and to
avoid keeping their face
visible for long periods
during unknown video
calls. In crowded places,
people should remain
cautious if strangers ask
for quick assistance and
avoid sharing screen or
camera access.

Parents are also advised
to educate children and
elderly family members
about such cyber
threats, as criminals of-
ten target individuals
who are less familiar
with  digital security
practices.

Cybersecurity specialists
believe that biometric
data theft cases may in-

crease in the future as
deepfake technology is
being misused. Fraud-
sters can generate fake
videos and voices to de-
ceive people using ad-
vanced Al tools.

Citizens are advised to
disable unnecessary app
permissions on their
mobile devices and im-
mediately report suspi-
cious activities to cyber
helpline numbers. Spe-
cial caution is recom-
mended during digital
interactions with
strangers in public spac-
es.

Experts say that bio-

metric data protection is
no longer limited to fi-
nancial security but has
become an essential part
of personal safety.
Awareness and vigilance
are considered the most
effective = measures to
prevent such emerging
digital threats.




Deepfakes and Digital Safety: A Citizen’s Guide to Al Scams

Introduction: The Double-Edged Sword of Al

India is one of the world's fastest-growing digital economies. While Al is driv-
ing progress in healthcare and agriculture, it has also given rise to a new
breed of cybercrime: Synthetic Media Fraud, commonly known as
"Deepfakes."

Deepfakes are realistic-looking images, videos, or audio recordings created
by Al algorithms. Scammers use these to impersonate family members, bank
officials, or government authorities. To stay safe in the Digital India era, eve-
ry citizen must practice "Cyber Hygiene."

The "Voice Clone" Scam (The Emergency Call)

The Threat: Scammers can now clone a person's voice using just 3 to 10
seconds of audio taken from social media (Instagram Reels or Facebook vide-
os). They use this Al-generated voice to call parents or spouses, claiming to
be in an emergency (kidnapping, accident, or arrest) and demanding an im-
mediate money transfer.

How to Spot It:

e Urgency: The caller will always demand immediate action to panic you.

e Audio Quality: Listen for robotic pauses or unnatural background noise
The "Family Password" Defense:

e Action: Establish a secret "Code Word" with your family members today.

e If you receive a distress call from a loved one, ask for the code word. An
Al bot cannot know your family secret.

e Always disconnect and call the person's original mobile number to verify.
Video KYC and Deepfake Calls

The Threat: With the rise of Video-KYC for banking, fraudsters use Deep-
fake videos to impersonate bank officials or law enforcement officers. They
may claim your account is "blocked" and ask you to reveal OTPs over a video
call.

How to Spot a Deepfake Video:

e Unnatural Blinking: AI models often struggle to replicate natural eye
blinking patterns.

e Blurry Edges: Look at the edges of the face or hair; deepfakes often look
"glitchy" or blurry around the borders.

The "Hand Wave" Test:

e Action: If you suspect a video caller is fake, ask them to wave their hand
in front of their face or turn their head side-to-side.

e Deepfake filters usually "break"” or glitch when an object (like a hand)
passes over the face.
The "Zero Trust" Rule for UPI & Aadhaar

Al can automate attacks, but it cannot bypass the fundamental rules of
banking if users are alert.

A. UPI Safety (The Golden Rule)

e TFact: You never need to enter your UPI PIN to receive money.

e If a caller asks you to scan a QR code or enter a PIN to "receive a refund"
or "win a prize," it is 100% a scam.

B. Aadhaar Biometric Lock

e Fact: Scammers use silicon fingerprints to breach Aadhaar-enabled Pay-
ment Systems (AePS).

e Action: Download the official mAadhaar App or visit the UIDAI website

and enable "Biometric Lock". Unlock it only when you need to perform
a verification. This creates a hard shield against identity theft.

Vol 2 Issue 23

Page 2

(0

SANCHAR
SAATHI

The Government of
India has launched
specific portals to
help citizens fight
these threats:

Sanchar Saathi

(Chakshu Facility):
\% i s i t
sancharsaathi.gov.

in to report

Sfraud
communications
(calls or SMS)

received on your

suspected

mobile.
CyberCrime.gov.in:

Use this portal or
dial 1930
immediately if you
have lost money to
a financial scam.
The "Golden
Hour" (reporting
within 1 hour)
increases the
chances of

recovering lost funds.

The number to your safety
from cyber crime

Dial the Noti ction against
cyb financial froud



https://sancharsaathi.gov.in/
https://sancharsaathi.gov.in/
https://cybercrime.gov.in/Default.aspx
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Risks associated
with inadequate

cybersecurity

measures:

1. Reputational
Damage
Data Breaches

3. Financial Loss-
es

4. Disruption of
Business Oper-
ations

5. Legal and Reg-
ulatory Conse-
quences

Data Breach

data breach
is any secu-
rity incident
in which un-
authorized parties ac-
cess sensitive or confi-
dential information,
including personal da-
ta (Social Security
numbers, bank ac-
count numbers,
healthcare data) and
corporate data
(customer records,
tellectual property, fi-
nancial information).
The terms “data
breach” and “breach”
are often used inter-

in-

changeably with
“cyberattack.” Howev-
er, not all

cyberattacks are data
breaches. Data
breaches include only
those security breach-
es where someone
gains  unauthorized
access to data.

For example,
adistributed denial of
service (DDoS) attack
that overwhelms a
website is not a data
breach. A ransomware
attack that locks up a
company's customer
data and threatens to

¢
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leak the stolen data
unless the company

pays a ransom is a
data  breach. The
physical theft of hard
drives, USB flash
drives or even paper
files containing sensi-
tive information is al-
so a data breach.

Why data breaches happen

Data  breaches

caused by:
e Innocent mis-
takes, such as an
employee emailing
confidential infor-
mation to the
wrong person.
e Malicious in-
siders, including
angry or laid-off
employees who
want to hurt the
company or cause

are

reputational dam-
age, and greedy
employees who

want to profit off
the company's da-

ta.
e Hackers, mali-
cious outsiders

who commit inten-
tional cybercrimes
to steal data. Hack-
ers can act as lone
operators or part of
an organized ring.
Financial gain is the
primary motivation for
most malicious data
breaches. Hackers
steal credit card num-
bers, bank accounts or
other financial infor-
mation to directly
drain funds from peo-
ple and companies.
Some attackers
steal personally identi-
fiable information (PII)
—such as Social Secu-
rity numbers and
phone numbers—for

identity theft, taking
out loans and opening
credit cards in their
victims' names. Cyber-
criminals can also sell
stolen PII and account
information on the
dark web, where they
can fetch as much as
USD 500 for bank log-
in credentials.

A data breach can also
be the first phase of a
larger attack. For ex-
ample, hackers might
steal the email account
passwords of corporate
executives and use
those accounts to con-
duct business email
compromise scams.
Data breaches might

have objectives other
than personal enrich-
ment. Unscrupulous
organizations might
steal trade secrets from
competitors, and na-
tion-state actors might
breach  government
systems to steal infor-
mation about sensitive
political dealings, mili-
tary operations or na-
tional infrastructure
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How data breaches happen

Most intentional data breaches caused by internal or external threat actors follow the same basic pat-

tern:

1 Research: The threat actor identifies a target and looks for weak-
nesses that they can use to break into the target's system. These
weaknesses can be technical, such as inadequate security controls,
or human, such as employees susceptible to social engineering.

2 Attack: The threat actor starts an attack on the target by using their
chosen method. The attacker might send a spear-phishing email, di-
rectly exploit vulnerabilities in the system, use stolen login creden-
tials to take over an account or leverage other common data breach

attack vectors.

3 Compromise data: Inside the system, the attacker locates the data they want and does what they
came to do. Common tactics include exfiltrating data for sale or use, destroying the data or lock-
ing up data to demand a ransom.

Data breach prevention and mitigation
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a Data Breach 2025
report, it takes an aver-
age of 241 days to
identify and contain an
active breach across all
industries. Deploying
the right security solu-
tions can help organi-
zations detect and re-
spond to these breach-
es faster.

Standard risk manage-
ment measures, such
as regular vulnerability
assessments, sched-
uled backups, timely
patching and proper
database configura-
tions, can help prevent
some breaches and sof-
ten the blow of those
that occur.

However, many organi-

zations today imple-

=1

According to the Cost of

ized data security so-
lutions to automati-
cally discover and clas-
sify sensitive data, ap-
ply encryption and oth-
er protections and gain
real-time insight into
data usage.

AI and Automation

Organizations that ex-
tensively integrate arti-
ficial intelligence (Al)
and automation into
security operations re-
solve breaches 80 days
faster than those that
don't, according to
the Cost of a Data
Breach 2025 report.
The report also found
that security Al and
automation reduce the
cost of an average
breach by USD 1.9 mil-
lion or a savings of over

34% (as compared to
organizations that
don't use security Al
and automation).

Many data  securi-
ty,data loss preven-
tionand identity and
access management
tools now incorporate
Al and automation.
Employee training
Because social engi-
neering and phishing
attacks are leading
causes of breaches,
training employees to
recognize and avoid
these attacks can re-
duce a company's risk
of a data breach. In
addition, training em-
ployees to handle data
properly can help pre-

vent accidental data
breaches and data
leaks.

Identity and access

Cyber Crime at

v

cybercrime.gov.in

management (IAM)
Password managers,
two-factor authentica-
tion (2FA) or multifac-
tor authentication
(MFA), single sign-on
(SSO) and other identi-
ty and access manage-
ment (IAM) tools can
protect employee ac-
counts, VPNs and cre-
dentials from theft.
Organizations can also
enforce role-based ac-
cess controls and the
principle of least privi-
lege to limit employee
access to only the data
that they need for their
roles. These policies
can help stop both in-
sider threats and hack-
ers who hijack legiti-
mate accounts.

Assistance
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